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IRI, The CoSort Company

Vendor Background

e Specializing in fast data management and data-centric security
e Privately owned and profitable since 1978

e Sales and support in more than 40 cities worldwide

e Organically grown, shared metadata and Eclipse IP stack

e Featured in: CIO Review (top GRC and Compliance vendors);
DBTA; Gartner Market Guide to Data Masking Tools; and in the
QY, Markets & Markets, and Research & Markets forecast reports on

Data Masking, DB Security, Data Classification, Data Governance

CIRI

Total Data Management



IRI Data Masking Reference Customers & Partners

Most IRI data masking customers profile and protect Pll in RDBs, flat files
and Excel sheets on premise, or in the cloud. Recent engagements also

involve NoSQL DBs, documents, images, and EDI and log files. Streaming
and Hadoop data sources, plus faces, are also supported. Entities include:
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Selected Recognitions of IRl in the Data Governance and Security Industry

BARC Technology Map for Data Governance 2021 (IRl Voracity)
Bloor Research Test Data Management InBrief

CIO Applications: Top 25 GRC Technology Providers

ClO Review: 20 Most Promising Compliance Technologies
Computerworld Germany (IRI FieldShield)

DBTA: Trendsetting Products (IRl DarkShield)

Forrester Research Now Tech: Data Masking Q1'2021

Gartner Market Guide for Data Masking (2017-2021)

Global Data Governance Market Size & Analysis through 2026
Global Data Masking Market Size & Forecast verified 2020
Insight Partners - Data Classification Market to 2027

Insight Partners - Test Data Management Market Outlook to 2027
Markets & Markets - Data Governance Market to 2024 - Visionary Leader
Markets & Markets - Data Masking Market Forecast to 2022
Outlook Series: The Case for Data Masking

QY Research - Global Test Data Management Market to 2025
Privacy & Data Security Law Journal

Research & Markets - DB Security Market to 2022

CIRI
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https://www.iri.com/resourceViewer/pdf/articles/Bloor_Research-IRI_TDM_InBrief.php
http://www.computerwoche.de/a/tools-zur-anonymisierung-von-daten,2556628
https://www.iri.com/news/press-releases/dbta-names-iri-darkshield-a-2019-trend-setting-product
https://www.verifiedmarketresearch.com/product/Data-Masking-Market/
https://drive.google.com/file/d/0B7u7SJWTVPruQm5TcmVnaU9mQ0lWTUFFSExzTlBxdm9ubkdV/view?usp=sharing
https://www.marketsandmarkets.com/Market-Reports/data-masking-market-24977919.html
http://www.outlookseries.com/vendor_perspective/IRI_Data_Masking.htm
https://www.qyresearch.com/index/detail/894541/global-test-data-management-industry-research-report-growth-trends-and-competitive-analysis
http://www.atlanta-businesslitigation.com/Privacy-Data-Security-Law-Journal-Information-Sharing.pdf
https://www.linkedin.com/groups/4528678/4528678-6363758759885447168
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IRI Data Manager Suite

(X IRI CoSort

Sort, Transform & Report

'y

Speed or replace legacy sorts, and batch/ETL/SQL transforms

o Filter, sort, join, aggregate, pivot, cleanse, lookup, calc, etc.
e Map, migrate, federate, and replicate data from 150 sources
e Segment data, capture changes, report details / summaries
e Analyze changing dimensions, support complex transforms

(® IRI FACT

Fast Extract for DBs

Speed RDBMS unloads for archival, migration, reorg, and ETL

e Extract tables to flat files in parallel using SQL queries

e Convert and re-format to change data types and layouts
e Create the data definitions for IRl software and DB loads
e Pipe to CoSort and DB loaders for faster reorg and ETL

Data, File & Database Migration

Unlock data and move between apps, DBs, and platforms

e Convert, federate, remap, and replicate legacy data

e Migrate data between databases and create new tables
e Change file formats, data types, and endian conditions
e Find, extract, and structure data in unstructured sources

() IRI RowGen

Smart Test Data Generation

Prototype DBs and ETL, stress-test, outsource, benchmark

e Use real data models and formats, not production data

e Combine generation and selection, create new formats
e Preserve referential integrity and frequency distributions
e Feed test DBs, files, and custom reports simultaneously

=\ \ \ - :

(5 IRl NextForm e

@ IRl Voracity

An Insatiable Appetite for Data

Consolidate tools and tasks to process, protect, prototype, present
e Discover, define, and manage data in legacy and new sources

e Combine data integration, migration, governance, and analytics

e Exploit CoSort or Hadoop engines for optimum throughput
e Leverage Eclipse familiarity, functionality, and extensibility

CIRI

Total Data Management

© 2021 Innovative Routines International (IR!), Inc. All Rights Reserved.

CoSort, Voracity, NextForm, DarkShield, FieldShield, CellShield, and RowGen are
trademarks or registered trademarks of IRIl. FACT is a trademark of DataStreams
Corp. All other product, brand, or company names may be (registered) trademarks

of their respective holders,
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IRI Data Protector Suite

(™ IRI FieldShield

Pl / PHI Classification & Masking

Static and dynamic masking of structured data sources

e Search, profile, and classify sensitive data in DBs and files

e Encrypt, hash, redact, pseudonymize, randomize, tokenize
e Apply cross-table rules to save time and referential integrity
e Score re-ID risk and audit your jobs to verify compliance

(> IRI CellShield

¥ Pl / PHI Search & Mask in Excel

Discover and de-identify PAN/PHI/PIl in Excel spreadsheets

e Define or re-use patterns to search for sensitive data
e Locate, report, and open all found ranges in the LAN

e Click to encrypt, mask, or pseudonymize data directly
e Auto-log protections to verify privacy law compliance

e ((© IRI DarkShield

Unstructured Data Search & Security

Discover, deliver, and delete sensitive information everywhere

e Find PIl in LAN and cloud sources using multiple methods
o Simultaneously de-identify, remove, or report those values
e Mask text, MS, PDF, Parquet & image files + LOBs & NoSQL
o Comply with the right to erasure, portability, or rectification

() IRI DMaa$S

y Data Masking as a Service

Leverage expert data privacy engineers to find and mask Pl

o Avoid learning curves, software expenses and staff diversion
e Reduce risk by agreement, monitored VPN, or secure cloud
e Use operational logs for reporting and compliance audits

o Select from competitive hourly, daily or project rates



Sources

@ Big Data Platforms & Streams
cloudera N

Pivotal .
N neETEZZa B mTT

Call Detail Records
ASN.1 BER, JER, OER, PER, XER

Cloud & SaaS
S » o
A ZU"& Arazon 83
HubSpdt Markets eloquo @

Databases
=

ORACLE
A . mongoDF ms elasticsearch ><:<- nowilake

W TERADA
¥ 2)

Z.é_ € == VERTION SYBASE ALtisase 577
mml Files
COBOL, CSV, Fixed, LDIF,

LS-RS-VS, MF-ISAM, MFVL,
Pipes, VB, Vision, XML, etc.

Mainframe
Adabas, Datacom, IDMS, IMS,
ISAM, Pick, Unidata, VSAM, etc.

% Semi & Unstructured
TEE . - ZHL7X2
m Images

BMP, DICOM, GIF, JPG, PNG, TIFF

‘&‘ Other Sources
— Custom Apps, ETL/ELT Tools,

Packaged Apps, Web Logs

§S kafka

B S
MysSoLs 2 §QLSemr

N &Y
Partnoriet (e
e Softwiare
Partner
Novell

3

Business Pariner

DISCOVER

Data Classification
Dark Data Search
DB & File Search

DB & File Profiling
ER Diagramming

Metadata Definition
Metadata Forensics

INTEGRATE

Slowly Changing Dimensions
Public/Private Mashups

MIGRATE

Incremental Replication
Data & File Types

Change Data Capture Endianness
Fast DB Un/Load Databases
Data Federation JCL Sorts
One-Pass ETL ETL Jobs

IRI Voracit ANALYZE
Data Quality An Insatiable Appetite for DaX loT Feeds
Data Masking Embedded Bl
DB Subsetting Data Wrangling
Re-ID Risk Scoring Cloud Dashboard
Data Reconciliation Predictive Analytics

Test Data Synthesis
Data & Metadata Lineage

DESIGN

Wizards with Rules
Graphical Dialogs
Scripts with Outlines
Metadata Form Editors
Workflow/Mapping Diagrams
DataSwitch No-Code
Erwin Mapping Manager

DataSwitch
- - erwin

Connecting Data

o

Clickstream Analytics
In Datadog, KNIME & Splunk

DEPLOY

CoSort CLI/API
MapReduce 2 (Grid)
Spark (In-Memory)
Storm (Streaming)

Tez (Batch)
CD/CD, Java, SQL, YARN
Eclipse or Any Scheduler

COMERE melissa

Targets

J‘g Big Data Platforms & Streams
cloudera
g 3 i‘ %ﬁn
Hortonworks Spar
Pivotal kafka

N nerezza w0 MQTT

D\ Bl & Analytic Tools
Y B seoovnesonens 12 G
usmessObjects COGNOS

in

H ORACLE (i
MicroStrategy , “=octC ()
Qllk@splunk @Spotfme cubeware
KNIME D PowerBl 4+ +ableau

Q -2
Azur Ao $3
HUbSPDt Marketo elcqua @

n Custom Reports
Detail & summary reports

g Databases
N

C)I?ACLE usN 2N mysat 2 Al Server
.monbol)ﬂ me elasticsearch >:‘ Al

W @o.?. = SYBASE VERTION £

comandn

mml Files

ASN.1, COBOL, CSV, Fixed, JSON,
LDIF, LS-RS-VS, MF-ISAM, MFVL.
Parquet, VB, Vision, XLS/X, XML

©) Other Targets

Custom Apps, Data & SpreadMarts,
ETL/ELT Tools, Federated Views,
Packaged Apps, DB Clones, DevOps

Q Cloud & SaaS

ORACLE
PARTNERNETWORK

CIRI
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|IRI Data Masking Tool Architectures

@ !’B"I“E'!Sf!g‘gb"lﬂeﬁ!'g Archittecture Both structured and unstructured @ !”‘B"I‘“B"%"';Is(egnlss“l'g Architectiive
data discovery functions -- including
Job Designers classification, search, and metadata Front-Ends
&?ﬁh ) ,,:',‘f's“'“"‘"'f::,, creation -- are performed in I.RI IRl Workbench .JRECU BPCAm
or i Workbench data discovery wizards. Built on Eclipse c’;fﬁ%@{;)::g‘::) g

Runtime Engines Static data masking (SDM) jobs are Back-End
usually built in IRl Workbench, while
user-specific dynamic data masking
(DDM) is available in multiple options
(see matrix on slide #27).

IRI SortCL IRI SortCL

Programs

(SQL, Java, C,

PowerShell, etc.) DarkShield | Nextform FieldShield | Nextform

DarkShield

Fleldshield Voracity data manipulation and
masking jobs use the IRI CoSort
(SortCL) engine on commodity LUW
hardware, on premise or in the

Sources & Targets Sources & Targets

‘ . cloud. No d.atabase or clogd APl is
P Apps needed. This reduces runtime
overhead, administrative complexity,
% Y~ | A ‘ and risk. The executable is also
BI & Analytic Tools Custom Reports metadata-compatible Wlth, and

masks within data integration,
cleansing, and reporting jobs, too.

Finally, no server framework is
required to orchestrate jobs. This
fosters more granular allocation and
tuning of resources, and the sharing

of metadata artifacts. (ﬁ ’R’

Total Data Management




IRI Voracity Communication & Networking Architecture

On-Premise / LAN

IRl Workbench Client

Optional
| sortcl
| (Voracity)

IRI Workbench Client

File Server

IRl Workbench Client

IRl Workbench Client

Cloud Networks

Optional
sortcl
loracity)

IRl Workbench Client

Web service

Sample Sources & Targets

HIVE

SAP
HANA

Cassandra

E &

Amazon S2

Mainframe
Files via
NFS, FTP

Other RDBs

Azure MS SQL
Amazon Aurora/Redshit
Elasticsearch
Oracle DB Cloud
Salesforce
Snowflake
Teradata Vantage

On-Premise Web Server
e.g.. DarkShield ("Plankton”)
RPC API Services

via Ng
eif.

Standalone
Engine Option,
Remote (SSH)

HTT]

Pis
de js,

Optional: IRl Workbench

Cohosted / Container

Encryption Key
Managers:
Azure Key Vault,
Townsend AKM

AID & LDAP
Integration

4
ﬁ IRl Voracity

An Insatiable Appetite for Data

Outside Networks

Staff VPN

—

loT Edge

Several distributed connection and
security paradigms can be used
and authentication methods vary.
See also next slide re: RBAC.

Third-Party Integrations

Bl & Analytic Targets:
BOBJ, Cognos, Cubeware
Datadog, iViz, KNIME,
Microstrategy. Oracle DV/D,
PowerBI, QlikView, R, Sisense,
Splunk, Spotfire, Tableau

DB Cloning & Test Data Hubs:
Actifio, Commvault, Windocks
Cigniti BlueSwan, ValueLabs TDH

CIRI
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IAM/RBAC Now & Later EE——

Master I1AM/Log Log File Tool/s
Policy File (Read, Report,
Form Editor Refer, Recommend)

Y =

Today, you can assign permissions via encryption

" Wnte & Encrypt -
keys for select decryption, and: to data (file) sources, P W Decryprt & Parse g,' ?:;'Z:
IRl masking programs (sortcl.exe), and the scripts - s bind
they run (spec.fcl) in LUW file systems using central -
LDAP/AD settings. You can optionally control them New .scl Script | Subset Active Directory j
via Apache Directory Studio in IRl Workbench: it |aront e | Updates IAM Model

Add build # to scripts +

.l {Over|Write & Encrypt
q "'} Subset Policy File tled to script

* build ¥ that pulis (data class)
\ info from Master Policy File

Production (Remote) Server

 New Search,.. AW
m [ New Bookmark..,
@ New Batch Operation..

Pechama CNedimcgahan CNeUsess DC wsvdner.DC =atlassian 6C = com
. Donoa

. £ ] B | vt Properties
@up i 128620348645625000
o

3 Copy Enty / ON sc ® i Genes | Shawna | Secsty | Prewous Versone | Cusames
1 3 Delete Entry ®f P Otiectname: ket bwwwock
E;:v:n:,?&y., 2 o G o uearrzmes sd 5
Ivances L N y- ATOR DWNER
@ Filter Children... B i< %m — E| Job Script

KL sYSTEM
2 it it OO it
il

Import
Xport

sortcl (as was)

<" Reload Attributes and Children £S5

& staro Properties x| 3 xport...
——_ % Excel Expor... Pemmasions or IUSR

Ful cortrol

Nocky

Fead & axpoute

Lt fcider cortents

To chenas pemssons, chok B e

i

=
H

Tleed

AR SN
" |
®

Virte
e Open Connection sl pemaans o el %, | paimcsd | 3 Decryot & Honor
cam bt acoess e sina ? ? Policy Files,
06| [ Ceneel Ay y Vérite & Encrypt
\_ Log File

Soon, the IRI client/server governance system w
Master

illustrated on the right will all you to assign and policy File
enforce RBACs to the same elements above, and - (Encrypted) { Log File
to more granular elements like field names (mapped - T ‘Q%@(Enwmed)
from data classes), functions, and perhaps specific @ Policy File

{Encrypted)

data values (or ranges of values).



https://www.iri.com/solutions/data-masking/static-data-masking/encrypt/key-management
https://www.iri.com/solutions/data-masking/static-data-masking/encrypt/key-management

Cloud Data & Systems Support

FieldShield can read/mask/write data in cloud DBs like
Oracle 19c, Snowflake, MS SQL in Azure, AWS Redshift,
etc. via JJODBC, plus URLs & message queues.
DarkShield supports files in S3, GCP and Azure Storage,
plus any RDB, 9 NoSQL DBs, and SMB-tied cloud drives
like Dropbox and Sharepoint. Both operate on-premise or
in the cloud, on bare metal shapes or VMs running
Windows, Linux or Unix.

E Data Source Explorer 3

=h-3
Database Connections

E MysaL

4§73 Snowflake (Snowflake v. 257.06.9)) |
o [ snowflake
» &4 Oracle (Oracle v. 0.2.0.2.0 - 64bit Production)
(= ODA Data Sources

URL Connection Details

€3 Enter a name for the connection.

Name:
Scheme: I

ftp
Host: hdfs
Port: http

kafka
.moniodb

s3
Authentic: sftp

Add user name and password to connection string

User:

Password:

file Edk Nevigete Seorch  Project.-Run: Window. Help

o

Tl s

- ‘| ééég.r.g.’./f:\.g-.;:.#.o.q_. r;mu.;m.,.,\m
25 Project Explorer ¢ : ] o
2 scoly h-dems < protectfcl [ queylagl | 0 SQL Resuts 43 |
] Schema_Pattern_Search [workben; 1 5 -
Fsoony TR
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AT ANAADDAANGKMEAD  Sir 3y Whitney Henr Whitne e 38 echt nooT "
m '
Total 11 records shown
I isbinfo 2
D Console 4 |[£] Problems (7] Properties| T Scheduler| ) Error Log| 5 Progress e v8-8-=0
SortCL job: CAIRMwworkspacelSevomfiake protect fcl
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N

Metadata Integrations

Voracity tooling consumes metadata from any structured source for data classification, profiling, search, de-ID, ETL etc.
FieldShield & RowGen job scripts also produce metadata for several DB load utilities in multi-DB masking & test data jobs.
Their data definition file metadata can also be exported (e.g. target field layouts) in CSV for catalog tools like Collibra.
DarkShield reads attribute metadata about source files, and produces artifactual metadata from its search and mask ops
and it can auto-forward or populate Splunk ES with that information for analysis, dashboarding, or adaptive responses.
MIMB, erwin, DataSwitch and ValueLabs TDH hub and feed FieldShield DDF and .FCL specs from external metadata:

Bridge Mapping

Meta Integration Repository (MIR)
Metamodel
(based on the OMG CWM standard)

Attribute
Comment
Description
Name
PhysicalName
Position
DataType
Length

Scale

“IRl CoSORT SortCL Data Definition File™
Metamodel
IriCoSort

Mapping Comments
IFIELD

# Comments in the DDF file

# Comments in the DDF file
field name (if physical name is not specified)

Mappingiionce Vaxoep Moragy o

field name v &Y @)
T

Fao. S EmawE 2 Export IRE Voracity Mapplag Empm| & 3

Data Type name forgel Cvdcemact Worw  Targat Tabie Hzre

Rt vazeTazencese Seasce Cohmn Mave STeca Loaze  Dacaecde Tagel Syden
Cohmes Tolern LELT
Uakstpor  lregly Uoby

Field length

AFrovATer A

Field scale

All IRl metadata -- including data source/target layouts, job/task speci and batch files, worfklows and metamodels, discovery
configurations, search matchers and masking rules -- can also be team shared, secured and version controlled in Git et al

) Conscle |2 Problems | I Properies &) Gt Repostores & Git Staging

| NewRepo
Unstaged Changes (1) Commit Mesiage

) » martgage sl - Basic Project/sdl

Staged Chunges (0)

| Somavt and Push |

@ Censele (8 Prebieens | T Prepedies V] Gt Repecteries O Git Stagng
NewRepo
& % g | Umtaged Changes (0) Commit Message &%s
I3 ile h
Staged Changes (1) < \
& mortyagess - Bawc Project/sc!
pry— CommtandPush] [ 11,1 Coment Total Data Management


https://www.iri.com/blog/iri/iri-workbench/introduction-metadata-management-hub/

Data Sources (Standard)

Acucobol (MF) Vision
Altibase (FACT)
ASN.1 CDRs
C-ISAM
CLF web logs
CSV
DB2 (UDB)
DB2 for i5/0S
DB2 for z/OS
Delimited
Derby (WB)

ELF web logs

ESDS
Excel
HL7 (DS)
HSQLDB (WB)
IDX 3,4 & 8
Informix
Ingres
LDIF
JSON
Line Sequential
MariaDB

MaxDB

MF- & RM-ISAM
MF Var. Length
MySQL
Oracle
PDF (DS)
PostgreSQL
Record Sequential
RTF (WB)
SQL Anywhere
SQL Server
SQLite

Sybase ASA/E & IQ

FACT: requires IRI Fast Extract (FACT) DS: requires IRl DarkShield
WB: requires IRl Workbench, the free Eclipse GUI for FieldShield, etc.

Tibero (FACT)
Teradata
Text
TSV
UTF-8 & 16
Variable Block
Variable Sequential
VSAM MVS (UniKix)
Web Services
Word (DS)
X12 (DS)

XML

CIRI

Total Data Management



Data Sources (Legacy)

Access
Adabas
Advanced Pick
ALLBASE
Alpha5
Amazon RDS
Azure
BizTalk
Cache
Clipper
Codasyl
CorVision
ConceptBase

D-ISAM

D3
Datacom
Dataflex
Db4o
dBase
Desktop Adapter
DL/1
DSM
Enscribe
Enterprise Adapter
FileMaker
Firebird
Focus

FoxPro

GA-Power 95, R91
Gemstone
GENESIS
Gigabase

H2
IDMS
IDS
Image
IMS
Interbase
Intersystems
ISM
Jasmine

JBase

K-ISAM
Knowledgeman
KSDS
Lotus
Manman
Mentor / pro
MO
Model 204
Mumps
MyBase
Netezza
NonStop SQL
ObjectStore

Paradox

Pathway
PDS
PervasiveSQL
Pick/Pick64+
PI-Open
Powerflex
Powerhouse
Progress
QueryObiject
rBase
R83
Rdb
REALITY

Red Brick

RMS
Reality/X
RRDS
Sequoia
SFS (VS¥)
Sharebase
Supra
Terracotta
Total
Ultimate
UltPlus
Unidata
Universe

VSAM VSE

CIR

Total Data Managem:
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Data Sources (Modern)

Amazon EMR Hive
Amazon RDS

Apache Cassandra

Apache Hadoop Hive

Azure CosmosDB

Cloudera CDH Hive
Cloudera Impala

Database.com

DynamoDB
ElasticSearch
Google BigQuery
Google BigTable
Hortonworks Hive
Hubspot

Kafka Connect

MapR Hive

Redis & Solr
MarkLogic (XML)
MongoDB

MS Dynamics CRM
MS SQL Azure

Oracle Eloqua
Oracle Cloud DB

Netezza

Parquet files
Pivotal Greenplum
Pivotal HD Hive
SAP HANA
Salesforce.com

Snowflake DB
Spark SQL
Vertica DB

IRI FieldShield finds and masks structured RDB data on-premise, or in HDFS, AWS, Azure, GCP or OCI, plus: data in

flat files (which can also be in S3 buckets or Hadoop), as well as ASN.1 CDRs, MF-ISAM or Vision fies, and Excel sheets.
IRI DarkShield supports RDB and flat file data, too, plus: semi- and unstructured data in static or streaming text, log and
EDI formats like JSON, HL7, X12 and XML; C/LOB columns in RDBs; Excel, PDF, and Word documents (including PIl in
their embedded images); NoSQL DBs; and, image files (BMP, DICOM, GIF, JPG, PNG and TIFF). The DarkShield API can
run on premise or in the cloud, and read/mask/write PII from/to files in AWS S3 buckets, Azure BLOB, GCP Storage, or
SharePoint (OneDrive). IRI CellShield only supports Excel (XLS/X), and works inside Excel, on-premise or in Office 365.

CIRI

Total Data Management
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IR| FieldShield

Sensitive Data Classification and Search Wizards

To facilitate data masking, IRI FieldShield includes: Pl definition (cataloging through data
classes); discovery through string (literal or dictionary), pattern, and fuzzy-logic searches;
statistical reporting; and, automatic metadata creation.

Fit-for-purpose GUI wizards deliver:

)

= e DB and file data classification, with
- N — . search and masking rule matchers
g e DB profiling, ERDs, and table searches

e Flat-file profiling and value searches

e Data class searches through schema

and directories for bulk discovery
e Metadata discovery and definition

e Dark data search and structuring, with

“ L= metadata reporting (see DarkShield)

CIRI

Total Data Management



IR| FieldShield

Search Result Reports, Dashboards & Exports

In addition to report-formatted and machine-readable outputs from PIl search operations in
IRI Workbench, FieldShield users can also see details at a glance in digital displays, or feed
that data to tools like Splunk Enterprise Security and Datadog for analytics and action-taking:

Count Measurements

284.18K

— CIRI

Total Data Management



Multiple Masking Job Design Options

IRl FieldShield and other Voracity data
masking, cleansing, transformation,
migration, reporting, and wrangling jobs
can be created and run inside or outside
of IRl Workbench.

Job design methods supported inside:

1)
2)

Job creation wizards
Color-coded syntax-aware job
script editor with outline

3) Form Editors
4)

5)

Graphical parameters Dialogs

Mapping Diagrams

Job design methods supported outside:
6) DataSwitch No-Code Web App
7)
8)
9)

10)

erwin Mapping Manager
Value Labs Test Data Hub
Any external text editor

3GL app (system or API calls)

@D workspace? - IRI Development - FACT_CoSort Oracte ETLETL/orders_sorted scl - RI Workbench - CAIRNCoSondS\workbench\workspace2 s o X
Pl Edt Nadgats Seach Droject Run  Window Hslp
@ ST M- V-R- A b0 RIS | m& %
7 Prject Explores © =0 1;  Outline 22 | =0l
B4 o orders_somed.sct v id Medel <}
Y » CaSort BIRT Report [+ T # Comment E'
» & CoSort CDC_Report [worihs a8 3ananna| Section
& b Discavery [wo -t 3 Sort >
@ o:‘: g::;n(::? (S (it ] e
) - o = /SPECTFICATION=. . \ddf \ardenrs . ddf i -
{7 OBSystel-JSON = Mapping .. = Noxth: Undo Typing Cul-Z Add Template..
v & > FACT CoSort_Oracle ETL £5 Mapping "= ssoat # Action sectd RevertFile Edit Scurces...
&y ddf Connection /KEY= (DPLOVED) Save CorleS Edi Pre-Action..
gl Lz St @ Lodhan : Adif/Edit Nemed Corditions.
o = Einp (1 . > Open Declaration £ >
s Sl = JOUTFILE=, . \TargetFilesiondersl, csv Add Include/Omit..
St Opstan
" St Tanuine @ o /SPECIFICATION-. . \déf\orders. dof Rt Aioe e e
o B ondersini 1 s R0 & Fie 3 Open With > Add Exterral Field.,
orderzio; . JOUTFILE-. . \TargetFiles\orders2.out = Employes/fre ) Add Xdlek
B RunEL. :3, Srosa /DATA="GrondTotal for * SeH R o
a ;":m o G /FIELDa (SMPLOYEE, POSITIONS17,517E428) = =T mgehey
“@ JOATA="--=>" - 4 G
v B FACTETL Job flow [ —— e:‘i"“ /FIELD=(total_ewp, POSITIONa42,STZE=18, PRECISION= Copy Qe Export Fieldsto DOF..
v @ Batch: FACTETL \ e S—— JFIELD=(star, POSITION=S5S,IF total =wp GV 10084 TH e Y Expoet Fields to CSY...
& FACTETLFien oo oot B Tnrsfo. S /5UM total _esp FROM FRETIGHT BREAK EMPLOYEE Exoort Fields te DDL..
_ %, Flowlet: FACT. G PreAdtion || "= /OUTFILE-. . \TargetFiloc\ordercs. cut & Eaplopee gl St Generate Database Loader File...
@y LogFiles o Check /INCLUDE WHERE TWPLOYZE €T “Hancy” Quick Fix =71
Cy setup A S 5 B Create Flow from Scipt
Gy Targetfites ) e hwe RSV T e ®Join &  Apply Fiekd Ruks to Sengt..,
@ Notachtl r 7 Mege Fird Reforences il Shift G
N (R — /5UM total_fredght FROM FREIGHT BREAK CUSTOMER X Summsey an Field FREIGHT
¥ Ea -t i Tk Ornen | W Repore A e i S i o A 3 Addto Snippets.. . ATargetFiles\oeders3 out
< > == ~..\TorgetFilas\orders3. o0 Employee ot -
st FINCLLDE WHERE EMPLOYEE CT “Hancy” Rum As > ||} .Camment .
R Data Source Eplo.. =8 i Fidld Options. JORTA=" nGrandTotal for © AhAs " E Incluge where EMPLOYEE CT Nancy
5 & 7~ Section Optiu: itltLD-lEWLmEE) DATAR - oemmsmeess et e
ES md| B = DATA=" - == == m e mm e \abdate > total freght
- &= Outpue /n(m—mm _enp, msmon-ss SIZE~16, PRECISION= . s B mamasnnt
- 1 CoBC /DATA
& Database Connections oot ] _enp FROM FREIGHT Compare With 3 [ Summary on Field FREIGHT
£ 0DA Dats Sources 8 Fie /DATA=* 0" Rephee Wik 5 pATergetFiestorders3 out
< > @nosoe A Targetfiles\peders3.oue
Pref - # Comment
a % e Gun JOUTFILE=. .\ TorgetFiles\orders3.out adsberns Incluge whers EMPLOVEE CT Hansy”
HemateSytems # @ Messege JTIRCLUDE WHERE EMPLOVEE CT “lancy” 4
P = s rEtrin=(rveiqver _poxrTomes <rir=iy v @ ENPLOYEE v
) ¥ = eiamm: < > 3 >
v B Locd & "RACT ETL Fiow Diagram 7 | =8
, % LocalFiles Sv i vz o .}. o x [ A~@ | S -8 W E U Pette
% Local Shells - AMERE S, A
v A memcricom e R
£ Stp Files i ——
B swellprocesses e G| » Connection < %
T Shells = S
I S mmenia 2 Genbslnmr | Onnmamian T8 Soinadubar 77 | N latnenal iinh Domiran oW M. A M
Witeble Inzet W21
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FleldShleld

&
FS
FieldShield

FleldShleld

C

DS

DarkShield

CellShleld

=

Relational DBs

Flat Files
H .
N
N

Monge DB

Spreadhseets

SOURCES
LAN, Cloud
Static/Stream
HDFS/URL/APIS

—»é
@

JDBCt Only

LEGEND:

9 Search & Mask

p Search & Mask

—> default or required

IRI Voracity

An Insatiable Appetite for Data

Static Data Masking Workflows

Iy
Required Drivers

JoBC & oDBC | H

V
Database Profile c
Wizard e RG
‘\SfowGen
Flat-File Profile >
Wizard

FS Connection options: '
* |RI BSON Driver

* Progress ODBC Driver

* Ifongo.import/export

NoSQL Cluster

RDB Schema

Dark Data File

o

\J

DB/File Test Data |
Creation \Vizards -:

Qe » v r e
*
*
%
-

DB Subseting & |
Masking \\izard

.
-oooooooooo.oooo

| Schema Patt !
o () chema Pattern Multi-Table
; . Search Wizard Masking \\/izard
Schema Data Class Data Class

Relation-free | .
Data Masking
Job Wizard

-

Search Wizard =¥ .

Maskmg Wizard|

Search / Mask H

<—> interaction

« « » optional

DATA CLASSIFICATION

Preferences = New Data
IRl = Data > ”Q-’»‘ Classification
Classes & Groups Setup Wizard

A
NER Mode! _
Wizard @ Run As / Config
.- Masking Task
Excel-Side

H—o0< required-to-multiple options

Masking ~dd-in

<>— conditional

&

TARGETS
LAN, Cloud
Static/Stream
HDFS/URL/APIs

=

Safe/Test
Tables

o
L=

e

Re-ID Risk
Score Wizard

Search Results |
Job/Lineage Logs
[Re-ID Risk Scores |

SafefTest |
Files

Anonymize
Quasi-IDs

Safe/Test
Collections |

Safe/Test
Files, Docs,

]
Audit Log, Graph
+ SIEM Displays
& Responses

o

Safe/Test |
Sheets



And Multiple Job Deployment Options

{4 R - platd ) ions.ai Mapping Disgram - IR Wotkbench - °[EN
. . . Fle Ede Diagram »ﬂhvylc Search  Broject 8o Window _»«o ‘ = ‘
1) 4GLscriptsonthe command lineorinbatch ©s 1 Sscmep-d-s: c@h--0H-0-0- 0 T ]

o -

[ 2 B pomonaieformason ¢ & TromsSorm Mopsing Disgrom 51

. . | K5 Rrav Orwlmwdo 2 Dalette
2) From 3rd party automation tools like - e - AP
Stonebranch UAC, cron, etc. e — .
ot s gmmmmeae HK g
3) Directly from KNIME in Eclipse, or a Splunk ' \|| B2 M
. g s s e | \ F e whece GROEREQD & A
add_on app’ as you report or Index Create, manage, and run confiqurations gj::g;:;? ,,:‘M,\,‘,,,,"! ! | - —— & (:,‘m—
e male_peronal_into_enaypied 25 Fiekd Options
; ; ; CExlEs- |2 | (o
4) Some jobs run without code changes in —— "’m R ; B iy ’ v
Hadoop via MR2, Spark, Spark Stream, Storm I Y s MIAP ONCE, deploy ANywWhere| e || o
, :’;::::“kcwi Working deectory: fuserysatdemol "':-.’:5"'"" CBDREN 1 (@ Ouspa g
or TeZ — mun::ssmh Engines < g':ma
s o dectpaesdShasci ® Map Reduce 2 | 7 —
: L = IR "
5) Use graphical run configuration dialogs or s et = r
H H % el 5 ezm‘ s A e | Nome 2t Modfied
the built-in task scheduler to launch local, ¥ e o e e

. T Tpeseodlinfotmation? 2 mele_persanal mdo_encysted
remote, or HDFS jobs from IRl Workbench o | o R
rees | persenalinfermation?
& Dok if) v ¢ > | & male_personal_info_sncrypted v | purchsies

6) System or API calls from 3GL programs or ‘ T
Web Services l:l:-.‘aw wderoa n\.\l:_wwné_A!o_imr,pttd‘h,)miif 000 e Juser/yave/dema Teasle penons) lrlo_ﬁcwplrxh;ld.’.‘:‘io)x.)

o
1
o

1 Data Ve

. e 0 . MuiegEeY|N-ck* 1K Heenan Roms
7)  Value Labs Test Data Hub, Cigniti, GitLab, .

Azure DevOps, Amazon CodePipeline

8) Actifio, Commvault & Windocks cloning
tools for virtualized DB images / containers

9) DataSwitch no-code data engineering app


https://www.iri.com/solutions/big-data/hadoop-optional
https://www.iri.com/blog/test-data/building-test-data-in-cicd-pipeline/

IR| FieldShield

Static Data Masking Functions (1-3 of 15)

Character Scrambling
Rule Wizard @i m=roy) Encryption / Decryption

P{G ‘New Field

New Field Rule Wizard Selection De-identify or Re-identify Function ¢
- || Create a de-identification or re-identification field. | Encryption asd Decryption Funclions <
€9 A rule wizard must be selected. o e e s e e 8I’*'
| appears when valuss are vidid. >
Derived field name: VIDENT_buys.CIient Epression dec_fp_1e256_slphanum _slBUNS.CUENT, “pass ) w4
4 é Migration Rules Function type: @ De-identify () Re-identify ‘—]“""m“h"’mi rmw.. m;.",.:;u:?mpwm ‘Immu decrypt a ieid
b, DataT C i (Gec 30es siuldpeshase) - 2l
©., Data Type Conversion ' - o secd ATk passghens
2 Field name: buys.Client v o mest 2 stk petsphisd
§¥ If Then Else Expression — e rmdSa mdpepersd) The paphencs i i ot bl o 4 rinea 5 g
3 R : - Key: 1234 dec_aes258_ssitieid pessphrase) a0 path,
%, Migration Expression dec fp 0es35 sichamumiFel,
1 Np_ses25_sscafield pa: " San neme BUYSCUENT -
4 (% Protection Rules :v:.:&,::;w:m;z:,xt v“':'_ * o
dec_gpgfeldkeylD path) phtase  pa [Browsa|
¥=2 Assignment Expression enc_3aes_ehclfntd pomsphrase /
enc_3des_ssfehd passphwese) [Exchade}
25 Blur Functions i it R
erc sl uiidpanghrase)
Q De-identify or Re-identify Functi e ForASCIll data .,
% De-identify or Re-identify Function |
m— Encoding or Decoding Functions 8 _

«* Encryption or Decryption Functions ¢ LeSS secure

" Generalization via Bucketing [ Reve rSi ble 7

/} Hashing Functions ® s
&2 Masking Function

% Pseudonym Replacement

ﬁ Randomization EnCOding I DeCOding

Jx String Manipulation Functions g Y 3DES EBC & SSL
4 (3% Data Generation Rules M; e ; —
6 Distribution :;m:i:::n:::::ﬂ':'::::mmm Optional arguments are in brackets. The green check mark 8%_ ® AES_ 1 28 & _256 C BC
. Percent of Nulls Value e i et .
B RowID Value — e AES-256 Format-Preserving
fay Sex Rl Scection o bt orh et e e GPG (PGP-compatible)
decode_basedd_ssifiew)
decode_hex(field) .
e s e FIPS-compliant OpenSSL
Library Location: Data_Classification R i o C t
- e name: . .
Library name: | iriLibrary.rules. ustom

Enter the name of the rule.  QuasilDAnonymize2|

e Converts binary to ASCII
[} Overwrite existing rule with same name as above (] SU pports base64 & hex

@ [ <Bak || Ne> ][ e Reversible @ ’R’

)| Fini Total Data Management




Static Data Masking Functions (4-6 of 15

Pseudonymization Redaction / Obfuscation Randomization

Pseudonym Replacement Field Rule > Masking F i = "
. : 1 ) . ) f Asing;Euncton Random Value Generation >
Create a pseudonym field that will use values in a set file as substitutes for the Ad Replaces a range of characters in the required source field with a replacement

original field's values. character. Randomly generate a new value for this field. Q’

Pseudonymize field: ﬁ{HELDNAME} Sreefiit 7S{FIELDN?A7ME}7v

Derived field name: 7R‘AN[;_S{FIELDNAK/IE)

@ Use provided p ym list (non-rec: ble) o
Name optionsPseudoSetPage_grpPseudoFiles=Pseud Files © Use predefined masks @ Generate random value
Name type: First b fiedefined Meac Random value options
—_—— Mask Example: {0]123456789 =» ***++++is
e Mask: |Whole Field = Type: _
Order: First and Last M Random MiriSizes | 0 ]
Default pseudonym list file: b:ﬁm\éoSort975\vset;\namesv\names_malrer_f‘irs’t.sert @ Define mask Random Max Size: 07
[] Use only unique names from pseudonym list Arguments ' o

(Blanks inserted when # of records is greater than # of unique names) (©) Random selection from a set file

Set file

Ma

i | [Addtotable

(©) Use your own pseudonym list (non-recoverable) B —~ 7 e y
iler | | VS€. |
User pseudonym list J .\

Pseudonyrm list files | | {Browse...| Type i
Use original field as 3 look-up into pseudonym list
(@ Use random draw from pseudonym list

[] Use only unique names from pseudonym list

(Blanks.inse;

d when #of records is greater than # of unigue names)

] [ Cancel

@ 7 Next > \ [ Finish ] [ Cancel ] @ ‘ Next> [ Finish ] [ Cancel ]

e Provides realistic names e Partial/full-field masking e Random data generation
e Reversible lookup values e Conditional omission e Random data selection
e Non-reversible selection e Non-reversible e Non-reversible

CIRI
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IR| FieldShield

Static Data Masking Functions (7-15 of 15)

Hashing Expression Logic String Manipulations

(T Heshing Functions - = D Assignment Expression Builder I Sting Marvpuizson funcbonz L=
Hashing Functions ; a E:p':'ulon Builder ; I - e . gﬁ‘ String Manipulation Functions ;—%
dd fields, operators, and functions, mage will change to o green check marl " edi " p)
Populs srquments s specied in the nstuicns. Options| wgqumerts are i backess The 5 when the exrezsion is valid. e e Possis epericnis el wectinl e skosiions: sthos smisabiacn st lieoomtininet: | QRS
green check mark sppesrs when values sre vaid, SR AL
Expreszion
T T e - Exprsccion foemat cnn. "
Expeession: hazh_sha2(S{FIELONAME]) v randomin)| 4 iz L ringsl)
- [ = = - Function name format_strings
| i O "/ % = -0 | Copy Qu | Suround | &nng Menpuletion Functions {
Hashing Functions »| Functicn name: hash sha2 il l = Creates & string formatted as the format argument speciiss. After the foomet.
—— . 256-bit hach function that returns a £4 byte hash value. Categooes Ttems. | paameter the funcion expects at least as many addRional arguments as specified i
hash_shal(field) bal) S fomat.
scos(x]
sl - ) asinx)
hash_she2 zslified) ey
otan2(xy)
ceillx)
cos(x)
coshix)
o0 Format shring:
oor
Source name:  SIFELDNAME] a‘;‘:lf n place) [Folds or strings}  S(FELDNAME} v (A
YY) = replaze_charstfield trng stert length, )
J«‘;g; sub_stringlfisde velusl, vakie2] Type Value
ntn, %) tolowesifreld)
Teergith(e] topropertfiekd]
10g%) touppenfied)
loglog trimfidd.typel
modixy) trin_leftifiekch)
Eow(gﬁl trin_sightifield)
nix)
wnh(x)
sartix)
anix)
tanh ) -
@ [ xmdc || Hes> finith | | Cancel |
@ (= . o | @ e

e SHA-1 & 2 cryptographic e Mathematical operations e Find, replace, and add
e Returns hash of fieldstring e PCRE logic

e Use for integrity checking e Custom blurring

Reposition and trim
Use INSTR information

Blurring & Bucketing Tokenization Custom Functions
Add random “noise” (perturbate) DB-value substitute for PCI DSS

to ages/dates, and generalize Deletion & Suppression
(anonymize) quasi-identifiers

User’s field-level call

Erasure for GDPR Right to Be Forgotten @ ’R’

Total Data Management
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Re-ID Risk Determination

% New Re-ID Risk Scoring

US HIPAA and FERPA regulations

Attributes . . .
R R — A require that patient and student data
: sets used in research or marketing
Name Type I .en “
= e | have a statistically certified “very
lage lquasiidentifying] ) small” chance of being re-identifiable.
race {Insensitive
marital-status |Sensitive
education Quasi-identifying
native-country Identifying & Problems [ Properties & Scheduler 4 Quasidentifiers |4 Risk Score 38 14 @
workclass Insensitive Estimsted Prosecutor Risk Estimated Journalist Risk Estimated Marketer Risk
occupation §|nsensitive 50 W % e » B0 0, 3 4 5 0 5
salary-class :Sensitive 1o o™ S o T, s 1o 2% / T,
E s — Equivalence Class Chart
@ . <Back || Next> Cancel
§
s 10000
{
e IRl risk scoring wizard produces 2 e
re-ID prObabiIity SCOreS in 3 mOdeS g 1 2 3 T 5 6 7 8 9 10 1 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 29 30 32 34 35 36 3I7 45

e Analyzes quasi-identifiers with
multiple, peer-reviewed functions
e Detail and graphed scoring reports

Equivalence classes

CIRI
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Query-Ready XML Audit Log

8 oemu (6200)

S

File Edit Navigate Search Project Run Design Window Help

X IR ck

[=n

om:6200]

e ]
X0

([ Project Bxplorer 22 . = % T = O

) map_namel.set 3 -
iy name_match.scl 3
|5 password 3
l¢f) patient_dec.scl 3
le) patient_enc.scl 33
l¢fy patient_record.ddf 3
[, F5-Tables.SQL 10
@} Notes.html 10
[ patient_record.data 3
ity pr_metadata.ddf 10
b l;cé Flow 66 repe
p kﬁ JCL_SORT_Convert 55 repo
b &ﬁ NextForm_Data_Migration 52 repo
D k;‘a‘ NextForm_DB_Migration 9 repo
3 l;§ NextForm_Multi_Table_Migration 21 rep
P k‘é Offline_DB_Reorg 77 repo
3 Lr_—cé RowGen_Test_DB_Data 45 repo
[ ]L-§ RowGen_Test_File_Data 59 repo
[ Lc‘é SCD 82 repe
b 25 Telecom 78 repo
b =F zSchema 12 repo =

< n | »

B &E< B
4 (= Database Connections ~
3 BIRT Classic Models Sample Databas| |
4 5 Oracle (Oracle v, 0.2.0.2.0 - Productic| -
[ 0 XE -
4 (7% ODA Data Sources =
(= Classic Models Inc. Sample Database
% Excel Data Source
(> Flat File Data Source

(#> Hive Data Source o
<[ 1 |

¥ (I8 Data Source Explorer 82\ = =5 b

»
2 <AuditTrail> 3
3 <AuditRecord>
4 <Product>CoSort</Product>
5<Version>9.5.3</Version>
6 <VersionTag>R95148122-1608</VersionTag>
7 <Serial>99999.demo</Serial>
3 <OperatingSystem>Windows 7</OperatingSystem>
9 <User>IRIDEMO</User>
1@ <ProcessId>1396</ProcessId>
11 <Terminal>console</Terminal>
12 <Program>sortcl</Program>
13 <Command>/spec=patient_enc.scl </Command>
14 <StartTime>2014-82-20 13:31:49</StartTime>
15 <EndTime>2014-82-20 13:31:54</EndTime>
16 <RunTime>@2:08@:05</RunTime>
17 <ReturnCode>@</ReturnCode>
18 <ErrorMessage>normal return</ErrorMessage>

Node

[€] VersionTag
[e] Serial

[e] OperatingSystem
[e] User

[e] Processld

[e] Terminal

[e] Program

[e] Command
[e] StartTime

[e] EndTime

[e] RunTime

[e] ReturnCode
[€] ErrorMessage

Content

R85140416-1006
99999.demo
Windows 7
IRIDEMO

3732

console

sortcl
/spec=patient_enc.scl
2014-09-09 05:22:16
2014-09-09 05:22:17
00:00:01

0

normal return

19 <RecordsProcessed>18</RecordsProcessed>

20 <Script> - bl

i SEM-F-¢-B-Y-B- A L - IUIBRIB-O0- QiAo Quick Access ]l R
= 0
FSlog.xml B N ‘ m FSlog.xml 52 -
1<?xml version="1.8" encoding="UTF-8" standalone="yes"?> - BEY
=]

< »

Design i Source[

-

Tr

..E Console IE_ Problems {E Properties 52\ \D SQL Results:} iy Schedulerﬁi

FSlog.xml - FieldShield_Table_File/scl

Resource  Property Value
4 Info

derived false
editable true
last modified December 21, 2015 at 9:27:50 AM
linked false
location CMRNCoSort95\workbench\workspace\FieldShield_Table_File\scl\FSlog.xml
name FSlog.xml
path /FieldShield_Table_File/scl/FSlog.xml
size 45,058 bytes

< T

o X| FSlogxml - FieldShield_Table_File/scl

o=

2 C

1272272




IR| FieldShield

MongoDB Masked unmasked

(@ worksp - IRI Development - 5-15-18/chiefsout.scl - IR W, - CAIRICoS
File Edit MNavigate Search Project R MonjaDB  Window Help

i ] @-WNG "B~ 9 -8~ h L -2 H-0-Q~i 4

chkAccess 54 |-®

[Fs) Project Explorer &2 ] G| \ / = O ||g= Outline & ‘ laz G
= <’j'> || ] DoWgment List 52 [ ﬁiefsout.scl P l 4 [ Model
s & exa7 - LE 4 = # Generated with IRI Workbench - New Sert Job - # Comment
s (M Bo9 o # B Job Control Section
> B B990 db,chiefs.fNO - v i Lyl # Author: chaitalim 4 B Input Section
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4 ' Mongo5-15-18 prsmeer / Py RS [ Process: MONGODB
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» & chiefsjson_sclflow Iotifobatea ioteny REP 1% /FIELD=(END, TYPE=NUMERIC, POSITION=3, SEPARATOI 4 PARTY
b [ chiefsjson.scl 1756f8f6b981 84000806 REP ™ |E /FIELD=(PARTY, TYPE=UTF8, POSITION=4, SEPARATOR="\t", MDE & STATE
» 7 chiefsout_sclflow __|||Ims6fafen981684000807 DEM  GA /FIELD=(STATE, TYPE=UTF8, POSITION=5, SEPARATOR="\t", MDEF="state") 4 B Action Section
4 B chiefsoutscl 1756866981 b84000808 DEM  NJ @ /SORIKEV_ — b Sort
b 14 Model =l 1584000809 DEM  NJ 5 ) 4 8 Output Section’
[ g iriLibrary fieldrules 1756816981 b8400080a DEM AR = JOUTFILE=chiefs-report.json 4 W chiefs-report json
i [ representations.aird ~ || [7563f6b981b8400080b REP VT /PROCESS=ISON [ Process: JSON
] 75618165981 68400080¢ REP TX /FIELD=(PRESIDENT, TYPE=UTF8, POSITION=1, SEPARATOR="\t", JDEF="president") <» PRESIDENT
¥ Data Source... 2 L DBTree, = O p ' /FIELD=(START, TYPE=NUMERIC, POSITION=2, SEPARATOR="\t", JDEF="term.start") & START
| | s ed| = [[|{Eo01816b981 064000800 © Fallmare, Milfard Ny JELELOC(END, TYPEMUMERIC, POSITION-D, SEPARATOR \t“, JDEF="term.end") SaEND
sl B 1756f8f6b9818400080e  Ford, Gerald R. NB ) ~
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Ssc:gpsegz Egre R e i = e  2nd Method: FieldShield w/Progress O/J DBC drivers
clipse Erver A g
= % =|||/[I756f8f6b981b84000813  Harrison, William Henry
8 Elpers O 120295 : e _ 3rd Method: FieldShield w/BSON driver |
> O XE 1756f86b981b34000814  Hayes, Rutherford B. - -
— 1756f8f6b981b84000815 Hoover, Herbert C.
8 MysQL e  4th Method: DarkShield GUI, limited to Eclipse memory
£ New PostgresQL 1756f8f6b981b84000816  Jackson, Andrew o
= 17568f6b981b84000817  Jeff , Th
§ Oracle rocmmpot Jefferon, Thomss = ° 5th Method: DarkShield API, fastest & most flexible in volume
£4 SQLSVR_don < [ T | |
£4 Twister MySQL N = - R .
£9 TwisterOracleQA & Terminal 82 | \ B BEm&S&=0 B2 Pr.. D Pr.. | 5. |B R ‘()c =2 ‘ = g

“‘w . ||| & s5H chaitalim@MONGODBU (5/17/18 8:50 AM) 32 | =t
db.chiefsmask.find() = & { u

ﬂRemoteSystems 4 = H : ObjectId("5afd796b8f6b981a30000@c1"), "president™ : "F¥**EEEE%&E"  Upapty™ : "FED", "state" : "MA", "term" : { "start" : 1797, "end" : 18 .:presf:dent": “Adams, John®,
: ObjectId("5afd796b8f6b981a300000c2"), "president™ : "FFFEEEFEELfxLXLLL%", "party” : "D-R", "state MA", "term” : { "start" : 1825, "en o te”ff : 5
L|lcor|B|E ~ : ObjectId("S5afd796b8f6bI81a300000C3"), "president” : " *=srsksssrisseexss  tnarpyt : "REP", “state” : "VT", “term” : { "start” : 1881, "en 4 ,_St::f 2 R2SE,
4 B Local : ObjectId("5afd796b86b981a30000BCA" ), "president” : "FEEEEERKETLEREN Shatun  YDEM', “state" , "term" : { "start” : 1857, "end" endss 2602
b ‘%LocalFiles : ObjectId("5afd796b8f6b981a300000C5"), “"president” : "*kkxwwkkkixkssrsn : "REP", “"state” » "term” : { "start” : 1989, "end

: ObjectId("5afd796b8f6b981a300000c6”), “"president” : "HF*E*k&kkkkksts®™ “party
: ObjectId("5afd796b8f6b981a300000c7"), “president” : "=*#*krkrxksxirsen o

REP", "state"
"DEM", "state"

¢ { "start" : 2001, “"end"
: { "start" : 1977, "end"

% Local Shells

[ s o 5 s o, £ iy o o s £, £y s o, N7

4 5 mongedbu : ObjectId("5afd796b8f6b981a300008c8"), "president” : "FrEEEEmmEEEXEEEXX" "DEM", “state” "+ { "start” : 1885, "end[]] = I
3 % Sftp Files : ObjectId("5afd796b8f6b981a300000c9"), “president™ : "F¥*kkxxxkiksrxirisn "DEM", “"state" : { "start" : 1893, “end { 1= ident™: “Ade o s o
T, Ssh Shels : ObjectId("5afd796b8f6b981a300000ca"), "president” : "FEEskEsrxixsrrsrsxt Mparty™ ; "DEM", "state " i { “start” : 1993, "e |- apeeszaentS: idawss: ol guincy s

: ObjectId("S5afd796b8f6b981a300000Ch"), "president” : " ¥sxskkmmssxxkd Pnanpyt ; "REP" “state" : { "start” : 1923, "end" | . teom ]
: ObjectId("5afd796b8f6b981a3000008cc™), "president™ : "H¥**kxdxxkxxyxkxixx**", "party” : "REP", "state » "term" : { “"start™ : 1953, L ,,Sta:t 2 1825,
: ObjectId("5afd796b8f6b981a300000cd"), "president” : "****k¥x¥xkxxxxxrs®, "party” : "WHG", "state” "+ { "start” :1850, "end }= = end”: 1829
: ObjectId("5afd796b8f6b981a300@008ce”), “"president” party" : "REP", "state" ¥ "start™ 1 1973, “end™ i o o
: ObjectId("5afd796b8f6b981a300000cT"), "president” : "F**kekExxkkrrrsxxs®  Upappyt ; "REP" “state , "term” : { "start” : 1881, "en ol G el 8 ™
: ObjectId("5afd796b8f6b981a300000de"), "president” : “****kkkxkrkxxxsisr, "party” : "REP", "state” "+ { "start” : 1869, "end ¥ 4 »

| Writable | Insert [9:23
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Masking et al in Hadoop, too
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Dynamic Data Masking Options

Method Operation

ODBC Select / Update Apply FieldShield column masks to target (view) tables for specific users/rows

DB App Invocation Use .NET or Java SDK library functions or system-call job scripts on the fly

In-Situ Redaction User and SQL-specific full and partial column masking on query

Custom I/O Procedures  Drive real-time application data directly to/from FieldShield jobs in memory

Real-Time Processing Hadoop Spark and Storm processing of dynamic input streams (via Voracity VGrid)
Proxy-based New "JDBC SQL Trail" driver to intercept application queries with minimal impact
Governance Mode New runtime facility tied to RBAC/IAM infrastructure masks fields for some users

Encryption Key Management Options

oD~

Passphrase (key string) embedded in script, in clear or encrypted text

Passphrase string as environment variable

Passphrase string in (securable) key file

MFA, HSM/VM etc. via Azure Key Vault

Townsend Security Alliance Key Manager O IRI

Total Data Management



https://www.iri.com/blog/data-protection/fieldshield-azure-key-vault/
https://www.iri.com/blog/data-protection/fieldshield-encryption-alliance-key-manager/

FieldShield Job Script or
Azure Key Vault DarkShield API Calling Program

;‘

Obtain Encryption Passphrase

Original Encrypted
Masking Rule/Context Search Matcher/Context Data Data

j. {:31. b

]

IR| FieldShield

Pl / PHI Classification & Masking

IRI DarkShield

Unstructured Data Search & Security



IR| FieldShield

User Profiles

e Vertical industries and governmental agencies storing, processing, or
outsourcing applications with sensitive data, such as:

o Banks o Health Care
o Census/ Tax o Insurance
o Defense o Schools

e Application, DB, and DW users handling sensitive data
e CISOs, compliance teams, consultants, IT managers, and solution architects

CIRI

Total Data Management



Use Cases

Tesco Bank/RBS UK
o Decrypt and re-encrypt fields in credit card migration and test files
o Generate and manage encryption and user ID keys
o Other projects protect 38,265 records per minute on Windows

Accenture Singapore
o Design and run encryption and masking jobs on Linux servers
o Secure PHI for the Ministry of Health Holdings (MOHH)’s Oracle DB
o Row sequencing and job audits

Medicx Media Solutions USA
o Encryption and hashing functions to Pll and PHI in geo-medical
consumer health databases
o Exceeds HIPAA requirements in provisioning mScores™ data
to digital and direct marketers

CIRI

Total Data Management



IR| FieldShield

Key Differentiators

Developer Support

(@)

Version controls

Master data definition

Secure key management

Git project management (teaming)
SDK supports .NET and Java calls
Data profiling and metadata discovery
XML (and soon JSON) job logs, IAM

Price Performance

(@)

(@)

The data-centric security tool with:
=*> The most sources

=» The most protection functions
=*» The most target file formats

Fastest standalone protection software

One-Stop-Shop

o Integrated data classification & search

o Includes re-ID risk scoring for HIPAA

o Use w/Voracity ETL, migrate, cleanse

o Metadata-compatible with RowGen TDM

o Used in DB subsetting wizard

o Also works in Voracity Bl & KNIME jobs

o Runs w/Actifio DB clones, Splunk ES,
etc.

Ease-of-Use

o  Familiar Eclipse GUI

o Self-documenting 4GL syntax

o Easy management and modification
of jobs/metadata

CIRI
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IR| FieldShield

Competitive Advantages

vs. IBM

o

(@]

o

o

FieldShield scripts simpler than Optim
interoperability model and
Javascript options

Seamless integration with more sources

More functions

Lower cost

vs. CA (Grid Tools)

(@]

Built-in CoSort engine makes FieldShield
faster than GT Fast Data Masking

Tight integration with data profiling, ETL,
data quality, and Bl operations

Multi-target/format options

Lower cost

Built-in re-ID risk determination wizard

vs. Oracle (click)

vs. Informatica

O

FieldShield DDM inclusive with product
(compared to Informatica’s upgrade)

More SDM protection functions

Integration with Eclipse and Excel

Access to 4GL scripts

Lower cost

vs. Imperva (Camouflage)

O

FieldShield has more masking and
encryption functions

Hash, decode, and pseudonymize
functions

Faster and more extensible in the IRI
Workbench IDE

Lower cost

CIRI
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https://docs.google.com/spreadsheets/d/1HFxpG8Dp9wnsV8UomF0F2e-OC-0LUGvYI6ZE-e5I4D4

Fedate o B1E1E

L

Pll / PHI Search & Mask in Excel

IRl CellShield

C

IRI Data Protector Suite



IR CellShield

What CellShield EE Does @ I—?_—I = (%

Note: FieldShield & DarkShield S t Excel, too! Extract
ote: rle e ar e upport excel, too Search Mask Raport

e Discovers, reports, and masks PIll and perform audit actions in Excel 2010 & later

e Searches and secures PIl in spreadsheets on one PC or throughout an SMB LAN

e Provides common and allow new search pattern definitions for Pll formats

e Searches for strings in a dictionary, and find/fix Pll floating in cells

e Supports reuse and sharing of patterns in project or cloud repositories

e Generates a report of all patterns found and open it for action in a worksheet

e Opens applicable worksheets and highlights the located ranges for protection

e Encrypts, redacts, or pseudonymizes in one-pass with chosen functions and options

e Reveals data with the decryption key, or if reversible pseudonymization was used

e Overlays results directly into the affected cells, or in another worksheet

e Moves between, or bulk-remediates all, identified worksheets and ranges

e Auto-inserts protection details into an un-editable audit column in the report

e Logging capability is configurable through the user interface, and allows for audit reports,
error messages, and selected ranges to be sent to any of the following logging sources:
audit column, email, Datadog, Splunk, file system. @ IR’

Total Data Management
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IRI CellShield

CellShield PIl Discovery T

o ] ) Top Data Matche?s Found by Count T
The dark data profiling wizard in the IRl 1o - ;
Workbench searches network-wide for rovec | |
ven . o e *
sensitive data in spreadsheets based on o | —
user-specified (plus popular and saved) T —
Java regular expressions (patterns): 2

C‘ New Dark Data Search/Masking Job

(z Search Matcher

Data Sources " Search Matcher *
Specify the input data sources. Match Data Classes or Groups to a Data Rule.

Source URI Name: | Email

file:/C:/Users/dakoz/Downloads/cellshieldtest-20200706T17062... Description: | email
file:/C:/Users/dakoz/Downloads/cellshieldpractice (fileTypes: [Ex... Edit..

file:/C:/Users/dakoz/Downloads (fileTypes: [Excel 2003 (xls), Exc... fQemove, Data Class Name: IEMAIL I Details: Data Class J Browse.. Create...
Up Rule Name: | DataEncryptionRule | Details:  EXPRESSION = enc_aes256(${FIELDNAME}) l Browse.. Create..
Filters:
Details Type Naa
= : Edit..
(© Data Class Selection | X
Data Class Selection *
Select a Data Class or Data Class Group. ®
Data Class: #3 NAMES <
Details Type
FIRST_NAME Data Class
FULL_NAME

Data Class (( N
LAST_NAME Data Class F\ ’ R I

Total Data Management



IRI CellShield

CellShield Search Report & Action Sheet

The report produced by the profiling wizard opens in a dynamic worksheet
supported by an action dialog for protection and auditing activities:

@AY -©-|s SearchOutput.eif - Microsoft Excel non-commercial use
m Home Insert Page Layout Formulas Data Review View Developer CellShield Team

(romouz
;' - Beaetor .
N

A w 3s i 1c &

)

Help About Import Mask Encrypt & Pseudonymize
Guide CeliShield EIF File Redact Decrypt~ & Restore~
Help Data Selection Data Protection
\ B2 v (e fe i C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNHSNL.xlsx
] B | c D E F
1 Include File File Path File Name Sheet Name Pattern Name(s) Pattern
) |c:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNHSNLxlsx |NamesNHSNL.xlsx Sheetl NHS_Number  \b[0-9]{3]\s[0-9]{3}\s[0-9]{4}\b

3 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNHSN2.xls NamesNHSN2.xls Sheetl NHS_Number  \b[0-9]{3]\s[0-9]{3}\s[C-9]{4}\b

4 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNHSN3.xIsx ~ NamesNHSN3.xlsx Sheetl NHS_Number  \b[0-9]{3]\s[0-9]{3}\s[0-9]{4}\b

5 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNHSN4.xls NamesNHSN4.xls  Sheetl NHS_Number  \b[0-9]{3]\s[0-9]{3}\s[C-9]{4}\b

6 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNHSN5.xlsx ~ NamesNHSNS5.xlsx Sheetl NHS_Number  \b[0-9]{3]\s[0-9]{3}\s[0-9]{4}\b

7 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNINo1.xls NamesNINol.xls Sheetl NINo \b([A-Z]{2\s?[0-9]{2\s?[0-9]{2}\s?|

8 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNINo2.xlsx NamesNINo2.xlsx Sheetl NINo \b([A-Z]{2\s?[0-9]{2\s?[0-9]{2]\s?|

9 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNINo3.xls NamesNINo3.xls  Sheetl NINo \b([A-Z]{2\s?[0-9]{2\s?[0-9]{2}\s?|
10 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNINo4.xIsx NamesNINo4.xlsx Sheetl NINo \b([A-Z]{2}\s?[0-9]{2}\s?[0-9]{2}\s?|
11 C:\Users\rpekarch\Documents\Testing Documents for DDD\NamesNINo5.x!s NamesNINo5.xls  Sheetl NINo \b{[A-Z]{2}\s?[0-9]{2}\s?[0-9]{2}\s?|
12

13 p-4 CeliShield Spreadsheet Selector = s “

14| |

1 Interchange File: C:\Users\mpekarch\Documents'SearchOutput eif Browse

16 : —— —= - e —— =

17 ‘workbook: »C:\Use«s\rpekarch\Documen‘ts\Testing Documems for DDD\NamesNHSN1 xdsx

18 | | SheetName: [Shestl

19 Column: [A Start Row: |3 ] End Row: |103

20 = = : =

21 Name of Pattern: ;NHST_Number 7‘ Pattern: \b[09]{3)\5[09](3)\5[0—9]{4)%

22 i

23 ‘@f Remediate (protect) all spreadsheets in bulk, or toggle between sheets to protect manually.

25 . Bulk 1Choose Pattem | ‘ 0 (.{e = iebl::tked ’

m A

26 ! haie | |Choose Protection Type vl || 3l hx | L ‘ ("\‘ I R ’
27 | : . ( )
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IRI CellShield

CellShield Masking Functions

Perform point-and-click encryption and decryption, redaction (full or partial cell),
or pseudonymization (reversible and non-reversible) of applicable ranges within
the spreadsheets in the report. Formulas may also be encrypted and decrypted.

““““ I U vibivi @y A | = = = e+ BEM i Co " - T ——
v < Format Painter i A - = = = =232 EMerge & Center v % YR 3
Clipboard 5 fant ™ Algnment ] Number ] Styles
A28 v Ix OO XAXXRRN JOOOK
A B C D E F G H | ] K L M

16 1) 1234567891234567 Abele Achille
17 2) 1472583690963214 Ada Adalberto
18 3) 0789456123456782 Adele Adelina
19

20 The Korean Sodial Security Codes are:
21

22 1) 040392-5967562 Min Jun

23 2) 120486-7863214 Ji Hu

24 3)321198-2345236 Ji Hoon

&reu )

Select Recoverable (o save a restore set, or Non-Recoverable o
prevent data restoration

Formatting v Table v Styles v

25
26
27 (®) Recoverable
28 [xxxxxxxxxx!mrxxxxxnxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx QO Neon-Recovsrable
29
R -~ Next Cancel
30 The leaders include: ‘Q\
31
ERT - Realnhn@ats ram
3  Data Mask/Redact e i<
1 57 -4
Selact the range of cels to mask and specty the
masking character 589 - Ji 7 . . 2
ge Fils: |C:\Users\Gakoz, A i\ & sy small.eif rowse
67 -S
Masking Character X 146 - I C\UsersiDy TEST xisx
(®) Whoe fieid SheetName:  Sheet1
Opersal fieid Start Cell, A10 EndCel A12
Name of Fattern: [PIN_US Pattern:  'b{\{3}{-J7'a{2){-|"a{4}b
(8) Sena masked dats 1o & new spreadshest
ORegla:a ot Fange ith matked data O Remediate (protect) a# spreadsheets in bulk, or toggle between sheets to protact manually
b 0 Mask Cancel Bulk BN - < Open Selected >
H Remediste Workbaak
47
48 Remediation
49 Progress
50
31
52

Sheet1

0 Clear v

Cells Editing deas

Filter v Select v

Select the range of cels to encrypt and specily the pass

shrase neaded for decryption

Select Encryption Type: enc_3des ebc
enc_ses128
enc_2es256

enc_fp_ses258_alphanum

D! <.
Pass Phirase: enc fp 802256 ascil

IxrAdkjstkns2

(® Send encrypted data 10 a new spreadsheet
(O Replace selected range with encrypled data

O\ Encrypt

Encrypt
Formuia(s) Canon

CIRI
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IRI CellShield

Intra-Cell Searching & Masking, Too

Feature finds and protects floating PIl, ad hoc, or en masse

Available protections include encryption, masking, and pseudonymization
Encryption and pseudonymization are reversible through the decryption
and recover options, respectively

O = 8 oo & e B3

Help  About Import Import Intra-Coll Mask Encrypt & Pseudonymize  Autoprotect | Logging
Guide CellShield EIF File Set File Search Redact Decrypt ¥ &8¢ Restore ¥ S/
Help Dats Selection Dats Protection Autoprotect Legging
- [ RRRXAKAEXKRXKKKKKAXKKX XXXX XXXXXXXXKXX

A B C D E F G H 1 J K L M N (o] P
|People to r}member'
161-23-4923 Michael Johns
656-75-8962 Faith Backla
224-23-4923 Michael Bass
194-67-0943 Ziggy Marshall
367-54-2323 George Jeffs &% i

Select the pattern name or pattern to search for O

Next are the Netherlands Social Fiscal Numbers: and spacify the protection

O EeNOWASEWN =

10 XXXXXKXKXKXKXKXHXKXXXKK Name of Pattern:  Korea SSN

TT  XXXXXXKXKXAXKXKXKXKXKX

T2 XXRXXKEKEKKKKKKKKKKKKK KKK Pattam Wo([0-SHE)-1?[0-9H7Hb

‘ o Modity Patterns

14 [The Italy Fiscal Codes: Found 3 matches in the file {

16 1) 1234567891234567 Abele Achille (® Whole String

17 2) 1472583690963214 Ada Adalberto ‘
oK Cancel | -
18 3) 0789456123456782 Adele Adelina ‘ O Partial String

20 The Korean Sacial Security Codes are:
21 Find String Cancel

22 1) 040392-5967562 Min Jun Mask
23 2)120486-7863214 Ji Hu
24 3)321198-2345236 Il Hoon

Encryp yp! Ps Restore

Masking Character

28 50000000 KKK HKHRIKH IR

30 The leaders include:
Mask

32 0902-5657-4767-1443 - 499-60-0735 - (205) 254-7567 - Geejohn@etc.com

22 ARAILERAT_ANER_17G1 - IVE_TANORA _ (279N 1AI_AAET _ Fasinhaare cnm ((.-\\ IR ’

Total Data Management



CellShield Audit Log Options

An uneditable log entry for the function applied to each pattern identified in the report
is automatically added onto each action. Based on logging settings, this information
may also be sent to a file, to Splunk, to Datadog, or to an email address.

ata Review View Developer CeliShield Team 60 @od R

iZ» Show All Comments aE
Unprotect Protect Share <
Sheet Workbook Workbook L Track Changes ~

@ Protect and Share Workbook

& Al

Comments Changes
3:A103 using # for characters 1 to 3, User: tupanu\rpekarch, Time Stamp: 6/16/2015 10:18:44 AM i
F G H I 1] =
Column Start Row End Row Comment Audit []
-9]{4\b A 3 103 | Action: Masked A3:A103 using # for characters 1 to 3, User: tupanu\rpekarch, Time Stamp: 6/16/'
9l{4aN\b G 1 101 Action: Encrypted G1:G101 using enc_fp_aes256_alphanum, User: tupanu\rpekarch, Time Stamp.
-9]1{4\b G 1 101
9}{4\b G 1 101
¥ Logging - (m] X
e Splunk | DataDog | Emai g Act?on: Encrypted 3:103 using enc_3des_ebc, User: tupanu\rpekarch, Time Stamp: 6/16/2015 10:2
rom Bt - Action: Encrypted 1:101 using enc_3des_ebc, User: tupanu\rpekarch, Time Stamp: 6/16/2015 10:]
Action: Encrypted 1:101 using enc_3des_ebc, User: tupanu\rpekarch, Time Stamp: 6/16/2015 10:1
to Email Action: Encrypted 1:101 using enc_3des_ebc, User: tupanu\rpekarch, Time Stamp: 6/16/2015 10:2
Enable SSL [yue Action: Encrypted 1:101 using enc_3des_ebc, User: tupanu\rpekarch, Time Stamp: 6/16/2015 10:2

Email Subject |CellShield Logs
Is Body HTML |tre
Userame S e

[=3 q
f

L

D

Port

/

Batch Posting Limit

Period (Minutes) |5
RestrictedtoMinimumLevel |g

Enable Logging | | Disable Logging | Restore Default Log (('A\ I R ’

Total Data Management
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IRI CellShield

M = QD
CellShield EE Roadmap @ L BE O

Search Extract Mask Report

New in Version 2 (Released Q3’20) What’s Planned for Version 3 (2022)

Faster multi-sheet, and full-sheet masking Support for other hardware platforms

Improved audit logging, with a configurable logging
framework that allows for feeds to Splunk, Datadog,
Email, and files. Selected ranges and error messages Integration with Azure key vault for managing

may also be logged. encryption keys

New intracellular functions, including encryption, Integration with Active Directory for IAM
decryption, pseudonymization and restoration

Searching and masking of UTF-8 data types FPE for multi-byte characters

New Autoprotect form for simple bulk remediation Additional masking functions (e.g., blurring)
Encryption/decryption of formulas Automated masking through macros

Charts to display search results graphically Support for sheets in Azure (like DarkShield)

CIRI

Total Data Management
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IRI DarkShield

What Darkshield Doss €2 [1] BE= @B

Search Extract Redact Audit

e Simultaneously scans, extracts, and de-IDs or deletes PII (and audits actions) in all supported file formats

e Handles PII floating in semi/unstructured text, MS/PDF documents, BLOB columns, and NoSQL collections

e Finds faces or defined data classes tied to RegEx patterns, lookup sets, NER models,and/or image regions

e Builds, saves, and re-uses semi-supervised, machine learning models in project or cloud repositories

e Blacks-out Pll in images, blurs faces, and applies of encryption (including FPE), pseudonymization, hashing,
encoding, bit scrambling, redaction, or erasure functions for PIl in text files and documents

e \Writes masked files atop originals, or to different folders with the same file names and formats

e Shows search, remediation, and model training job status via real-time progress bars

e Shares search methods and masking functions with IRI FieldShield and IRI CellShield EE

e Generates logs of all values found or masked, along with IRI-compatible metadata for Bl, queries, etc.

e Creates graphical, interactive displays of search and mask results, or hand-offs log files to Splunk

e Runs in IRl Workbench with other IRI and Eclipse tools, from the command line, or via REST API

CIRI
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Granular Sourcing/Targeting @ 1 = &5

Search Extract Redact

Search Matchers

Add and remove Data Class search matchers,

Library Location: ;7darkshield

Matcher Type Rule
Data Source Data Target

Specify the URI of the input data source. Data Class Gro...  EXPRESSION =... Specify the URI of the target data source.

Data Class EXPRESSION =...

Type: vFiie System Type: SMB
Directory: ;C:[L_Jsey;/c_os_ort/_Deskl;op/dem95_/[_)_aArIF(VS‘hFieIVd->d_em_c‘>/'_[ e_s_t_chuments- ‘ Browse...-‘ URL: ;DarkShield-Demo
[Include]: ] Path: 7/PUbEC/

[Excludel: | | File Exists: | Override
Recursive ["]Flatten ]

File Types: ["] Keep last modified date
Email Messsage (.eml) [ Select All ‘

Excel 2003 (xls) : ;
Excel (xis4) | Select Nong‘
Offline Outlook Data File (.ost) : -
Portable Document Format (.pdf) | | Finish

@ ‘ Cancel | f r | Cancel

Use the DarkShield dark data discovery wizard to find sensitive data in
unstructured data LAN-wide (or in S3), mask it, and re-target the results

" CIRI
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IRI DarkShield

A

Extract

T@ workspace - IRI Devel KShield/DarkShieldOutput.sql - IRl Workbench - C:AIRIworkspace

File Edit Navigate Search Project Run Window Help

Al e d : _@@é;@vrvgvgv vav}*.v§vl::»$$vOVQV chkg‘ccesg:?j
[ @ DDDReport.scl [} DarkShieldOutput.sql &2 = O || I search_outputtxt £2

Connection profile PHONE_INTERNATIONAL |3742|slideShow 1, slide 2, slide-content 2|di

) PHONE_INTERNATIONAL | 3056 |slideShow 1, slide 3, slide-content 3|dxij§
Type: [Ovacle_ll '] Name: [Oracle v] Database: Status: Connected, Auto Commit PIN_US|723-64-2357|slideShow 1, slide 8, slide-content 8|dmitry| ™
PHONE_INTERNATIONAL |7779|slideShow 1, slide 5, slide-content 5|di~
< mn 3
| & console [ Properties | "5 Scheduler | 1 SQL Results 52 X R [ E] ‘ > =0
Type query expression NAME RESULT SPAN OWNER REGULARITY LINKAGE READONLY HIDDEN FILESIZE DATECREATED DATEMODIFIED DATEACCESSED FILEPATH FILETYPE =
Status Operatic 1 PHONEINTE.. 727 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Tl.. /home/.. pdf [
v Succee SELECT | 2 PHONE_INTE... 444 Pag.. dmitry true false false false 61611 2018-04-05T..  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
3 PHONE_INTE... 6593 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Tl.. /home/.. pdf (&
4 PIN_US 194-67-09... Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
5 PHONE_INTE... 321 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Tl.. /home/.. pdf
6  PHONEINTE.. 3333 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
7 PIN_US 367-54-23.. Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
8  PIN_US 123-45-67... Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Ti.. /home/.. pdf
9 PHONENTE.. 205 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Tl.. /home/.. pdf
10 PHONEINTE.. 3433 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Ti.. /home/.. pdf
11 PIN_US 987-65-43... Pag.. dmitry true false false false 61611 2018-04-05T..  2018-04-05T1.. 2018-06-07Tl.. /home/.. pdf
12 PHONEINTE.. 142 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
13 PHONE_INTE.. 456 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
14  PHONEINTE.. 7777 Pag.. dmitry true false false false 61611 2018-04-05T..  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
15 PIN_US 103-81-23... Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Tl.. /home/.. pdf
16 PHONEINTE.. 321 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Ti.. /home/.. pdf
17 PHONENTE.. 555 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Ti.. /home/.. pdf
18 PHONEINTE.. 1212 Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Tl.. /home/.. pdf
19 PHONEINTE.. 12345678.. Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07Tl.. /home/.. pdf
20 PHONEINTE.. 14725836.. Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
21 PHONE_INTE.. 78945612.. Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
22 PIN_KOREA 040392-5.. Pag.. dmitry true false false false 61611 2018-04-05T..  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf
23 PIN_KOREA 120486-7... Pag.. dmitry true false false false 61611 2018-04-05T...  2018-04-05T1.. 2018-06-07T1.. /home/.. pdf -

| « [ » | & Some records are hidden

‘ Displayed 1 of 1 results: 1 succeeded, 0 failed, 0 terminated, 0 warning, 0 critical error

Optionally and automatically extract all of the values you
searched for (think GDPR data portability or CCPA DSARS), plus
the metadata associated with the files containing those values.

CIRI
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IRI DarkShield

R

| mad ety

L "first_name": “Jeanette
i "last_name": “Penddreth

“Female"”,

i dd syt
L "ip_address

é% "phone_numbers": 1000 Walr.\ul

K { Kansas City MO 64106-3686

i "type" : "personal

| TRumber®: THEEFFEEEREERFRED

3

. {' 0701 Ogdsobii Kg.

L z S 5

“type” : "office”, Xlots Ltet, UW 89090-8827

Eg S "number”: “FEFFFREEEEELFES

L

L ¥

L S ) y ) ’ Primary Account Number: 489671137

§§ : "transcript”: “Hey, email me gt FTFEFFEEEEEEFFREREFEFXY Bank Statement

i 2 -

§§ "id": 2, If you have any questions about your statement, Statement Date: June 5, 2003
i i Gigvant’, please call us at 816-234-2265 Page Number: 1

| g t_! Frediani”, — —
CONNECTIONS CHEGKING Account # 489671137

i ?xml version="1.0" encoding="utf- Account Summary Agcount # 489671137

s e <Root>

# <Customers> Beginning Balance on May 3, 2003 $7,126.11
. RN ] <Customer CustomerID="C Deposits & Other Credits +3,615.08
L g 3 <CompanyName>Great Lakes Food Market</CompanyName> Crshivé/:hdfgalggoesﬂs - -Zg-gg
L 5 S 2 M A eck Card Purchases & Debits -0.

%% o= 2 ‘HTID’*******f***("/N’\TID> Withdrawals & Other Debits -0.00
L o <ContactName>Michael Johns</ContactName> Checks Paid -200.00
i < i > i S i 2 C swse
| ContactTitle>Marketing Manager</ContactTitle> Ending Balance on June 5, 2003 $10,521.19

] <Phone>(503) 555-7555</

Apply width-preserving redaction, blackout, deletion, encryption,
pseudonymization, and other data masking functions to protect
Pll and comply with data privacy laws like the GDPR.

Total Data Management


https://www.iri.com/solutions/data-masking/gdpr

A

DN
Deletion Function @ L] E= e,

Search Extract Redact Audit

© New Data Rule Wizard = o
New Data Rule Wizard Selection _
Create deletion functions. g

4 (= Masking Rules
25 Blur Functions

() De-identify or Re-identify Function IRI FieIdShieId, DarkShield & CellShield and other
 Deletion Function features in Voracity combine to comply with GDPR
(and thus CCPA, KVKK, etc.) provisions like:

f,,f,j Encod?ng or Decoding Funttians

¢ Encryption or Decryption Functions
Hashing Functions

@0 Redaction Function

%2 Pseudonym Replacement

Jx String Manipulation Functions

e Discovery and De-ldentification of Pll and PI

\ e The right to be Forgotten (via erasure like this)

Library Location: | DarkShield-Demo v
Library Name: iriLibrary.rules ags . . .
e e Data Portability (via extraction and reformatting)

[] Overwrite existing rule with same name as above

e Data Rectification (via discovery and cleansing)

‘7 ) < Back Next > Finish Cancel

CIRI
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SIGNATURE

BMP,
DICOM
GIF,
JPX,
PNG,
and
TIFF,
alone or
in docs.

Search Extract Redact Audit

at his touch of a certain icy pang along my blood. “Come, sir," said L.

“You forget that I have not yet the pleasure of your acquaintance. Be

seated, if you please” And I showed him an example, and sat down

myself in my customary seat and with as fair an imitation of my or-

dinary manner to a patient, as the lateness of the hour, the nature of

my preoccupations, and the horror I had of my visitor, would suffer

me to muster.
“I beg your pardon, Dr. [l he replicd civilly enough. “What

you say is very well founded; and my impatience has shown its heels

to my politeness. I come here at the instance of your colleague, Dr.

I o @ piece of business of some moment; and T under-

stood...” He paused and put his hand to his throat, and T cou [—

in spite of his collected manner, that he was wrestling agair vl Acc: 0545234234325V

approaches of the h)"s(crla—“l tfndcrsk(x}d, adrawer...” ;‘:g;a‘rg‘::'&?n:& R\
But here I took pity on my visitor’s suspense, and some pq 2

on my own growing curiosity.
“There it is, sir,” said I, pointing to the drawer, where it lay

floor behind a table and still covered with the sheet.
He sprang to it, and then paused, and laid his hand up "

heart: I could hear his teeth grate with the convulsive action

Jaws; and his face was 5o ghastly to see that 1 grew alarmed bc

his life and reason.
“Compose yourself,” said 1.
He turned a dreadful smile to me, and as if with the decis

despair, plucked away the sheet. At sight of the contents, he u

one loud sob of such immense relief that [ sat petrified. A1

next moment, in a voice that was already fairly well under o«

“Have you a graduated glass?” he asked.
I rose from my place with something of an effort and gav

what he asked.
He thanked me with a smiling nod, measured out a few

ims of the red tincture and added one of the powders. The

ture, which was at first of a reddish hue, began, in proportion

CIRI
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IRl DarkShield

A

- = D
Search & Mask via [ = 5
CC)Iumn & Path F|Iters Search Extract  Redact Audit

Search Matcher 4
Match Data Classes or Groups to a Data Rule.

Name: | EmailMatcher

Description: | Redact enly client emailg|

Allows the user to take the column, segment, or

Data Class Name: | EMAIL Details: | Data Cl Browse... | | Create.. | .
- o ) SO | () key-value pair structure of an Excel sheet, CSV,
Rule Name: | DataRedactionRule | Details: | EXPRESSION = repla|  Browse... | Create... HL7 X1 2 JSON or XML f||e —or JDBC'ConneCted
Bt DB column names -- into account in searches to:
Details Type | Add...
tuchenblemnd Sankites e Ignore fields that do not match the filter
o — X1 . e Increase search speed, and narrow the scope
P s A oo of the search results
o @ Range from 2 o s
(" '_' [¥including this value _including this value Cancel
VAdd(olsble MSH|*~\&|VA StarLIMSv1@ Pr'od"2.16.849..114222.4.3.3.2.2.4"ISOIVA PHL Richmond”2.16.840.1.114222.4.1.9977*~1S0|¢

PID|1]|9876543217 " "HospitalSystem&2.16.840.1.114222. X0X&ISOMR | | SLKOZAFZPXDVH | MOMMATDENONE | 798684589276-7989 | F |
NK1|1]SLKOZAJZNN|MTH Mother HL70863|0047 Lmzu Aenigi**Yhvozgzg UT 96981 | ~** 80475693861 | N*Next-of -Kin*HL7013
ORC | RE | X0OOO(*HospitalSystem2.16.840.1.114222 . XXX IS0| 555556001 VA PHL Richmond*2.16.848.1.114222.4.1.99771S0|
S 0BR| 1| XXXXX*HospitalSystem~2.16.840.1.114222. XXX*IS0|555550001~VA PHL Richmond”2.16.8490.1.114222.4.1.9977~150]¢
ik by Row SPM| 1| XXXXX&HospitalSystem&2.16.846.1.114222 . XXX&IS0*5555500018VA PHL Richmond&2.16.840.1.114222.4.1.9977&IS0] |

© ok Cona I @ I R ’

Total Data Management
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IRl DarkShield

Relational and NoSQL @ 1 = 05,

Database Su ppo rts Search  Extract  Redact Audit
. (@ URL Connection Details a X
Data classes and filters can also be URL Connection Detsil 'ﬁ'
used to ﬁnd and mask the P” Within Select options for the connection. If the port is the default port for the scheme, it does not have to be entered.
. Name: | Customers| ‘
Unstructu red teXt COIUmnS In Scheme:  ELASTICSEARCH (DarkShield only) @
relational tables via JDBC drivers, or . |
in CosmosDB, DynamoDB, e csre |
BigTabIe, MO”gODB, Cassandra, Sr::ﬂj:i::meandpasswordtoconnecticnstring
Elasticsearch, Redis, Solr and L .
BB b W B0 o, i@
Couchbase collections/clusters. o

Combine table filters with XML or
JSON path filters to pinpoint and
mask PIl in unstructured XML or
JSON text within RDB columns.

DarkShield can also automatically
detect, search and mask binary data
(images and MS/PDF documents)
embedded within BLOB columns of
JDBC-connected RDBs.

Total Data Management



IRI DarkShield

NER & NLP with o 0= @&
MaCh|ne Learnlng Search Extract Redact Audit

. : | NER Madel Builder - oIEN
DarkShield supports both pre-trained & itiioniival
. S ised Traini ® i
OpenNLP Name Finder models or new :pe:'sj d,m'::mjt Q
Named Entity Recognition (NER) models
that you can build and train inside its ’2‘“2‘82";“““5 E'“"’!“gd Epias
ount ount
semi-supervised machine learning dialog. sy 2 3 A
Taylor b &
L. ) . Wolf S 7 Short Unsigned 2
This iterative process improves the $ s > s v
accuracy of searches for names and other [Search |

Reject Threshold: | 0.400 |5
nouns based on their Natural Language Bad Hits: 0

0 . Training Output
ProceSSIng (NLP) ConteXt In Sentences 97: ... loglikelihood=-174.3988424763766 0.9995161971033588 A

98: ... loglikelihood=-173.40661828956087 0.9995161971033588
99: ... loglikelihood=-172.4313049617349 0.9995264907820107
100: ... loglikelihcod=-171.472433274222340.9995264907820107

Compare this method to other DarkShield v
search methods, like pattern and lookup
matches, path filters, or bounding-box

areas (for images). @ < Back Nedt > Finish Cancel

CIRI
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IRl DarkShield

T == VA
Facial Detection & Trained @ L B O
FaC|a| Recognltlon MaSklng Search Extract Redact Audit

DarkShield can detect faces in any image and blur (all of) them,
or just those it recognizes from your trained library of faces.

CIRI
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Documented RPC APls
@Swagger

wppored by SMARTBEAR

DarkShield AP| €2 &=

/api/darkshield/searchContext.create

/api/darkshield/searchContext.destroy

/api/darkshield/searchContext.search

/api/darkshield/searchContext.mask

/api/darkshield/maskContext.create

/api/darkshield/maskContext.destroy

/api/darkshield/maskContext.mask

/api/darkshield/searchContext.mask

—]—

— A
&,

Search Extract Redact Audit

Host a context which can be
match on the text. Multiple

arch operation
ame cannot be ci

0 be performed, The Context contains a list of search matchers that will be used to
ted,

Parameters

No parameters

Request body '™

application/json v

The Search Context,

Examples: [ Create a Search Context with a mix of matchers. =

(
“pame": “MixedMatcherContext™,
"matchers®: [
{

“EnailMatcher™,

pattern”
e 140\ \w. wi{2,4p0"
+h
{
“name*: “NameMatcher",
“type”: “ner",
“medelUrl": "http://openalp.sourceforge.net/models-1.5/en-ner-perseon. bin’

alhost:8080/api/darkshicld/seorchContext. H “accept: applicati
“MixedMatcherContext\”, \"saskContexthana NixedMaskingContext\”
is johndoeggmail.com.\"}

H “Conteat-Type: application/json” -d
"Hello, my mape is John Doe and my evail address

Request URL

archContext.mask

Server response

Code Details

200
22 Response body

{
“failedResults": [].
sk ‘Wello, wy mawe is Mazz Edk and my esail address is BQIAORZCAMHtqXbItINSGE/RoNody+QKAOMSC]jZsghn=.",
results”;
nd“: 26,
askedfesult': “Wazz Edk",
uleNare®: "FpeNareRule”,

“end™: 95,
“moskedfesult": "BIADRZCANGtqXbItINRGE/Rgody+0KdOMSC)Zsghi="",
shErailRule”,

1
“unsotchedAnnatations”: (]
)

Total Data Management
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Masking for Cloud Storage < [J E &
Search Extract Redact Audit

masked-bucket Google

OBJECTS CONFIGURATION PERMISSIONS RETENTION LIFECYCLE ﬁ @

Buckets » masked-bucket IQ

Cloud Storage
UPLOAD FILES UPLOAD FOLDER CREATE FOLDER MANAGE HOLDS DOWNLOAD DELETE
™ masked-container .
Microsoft Azure
[ kearch (Ctri+/ I ¢ T Upload ) Change accesslevel () Refresh C BlOb StQ rage

3 Overview Authentication method: Access key (Switch to Azure AD User Account
Location: masked-container

ﬁ Diagnose and solve problems -
Search blobs by prefix (case-sensitive) @ ) Show deleted blcbs

masked/ | O copys3uRmi |

amazon
S3

ermissions. Learn more E

Objects Properties

Objects (3)

Objecty sre the fundamental entities stored in Amazan S3. You can use Amazon S3 inventary E 10 get o list of sll obsects in your bucket For others t6 access your abjects, you'll need to explatly ge

C Actions ¥ W{ Create folder

Name - Type v Last modified v Size v Storage class v
B example.csy (<3 September 23, 2021, 11:33:42 (UTC-04:00) 29708 Standard
D testjson json September 23, 2027, 11:33:43 (UTC-04:00) 54108 Standard

B test.xml xml September 23, 2021, 11:33:44 (UTC-04:00) 64608 Standard



DICOM Anonymization L] B @%

Search Extract Redact Audit

DAVIDSON

DOUGLAS

Before DarkShield:

7/13/3013 8:30:57 AM
XR CHEST AP PORTABLEf

XRCHEST A8 PO

A

1 Subject ID Study UID Study Description St

28 292821506 2.25.10646195478329164104825442366895644619 XR CHEST AP PORTABLE for Douglas Davidson

3 292821506 2.25.10646195478329164104825442366895644619 XR CHEST AP PORTABLE for Douglas Davidson

4 339833062 2.25.541629416691863029175036346640219638 NA

CRNZOVOX
AUMISTY Semi-Upright
After DarkShield:
XR.CHEST Al
3rd Party Analysis Data Description URI Subject ID  Study UID Study Description Study Dati (_§

Al NO httpsdoi.org10.7937s172-r072 703523712 2.25.106461990375634587137034423668956446198 XR CHEST AP PORTABLE for Axodquq Wmhpzjex  7/13/201, ) ’ R ’
3 L) httpsdoi.org10.7937s172-r072 703523712 2.25.106461990375634587137034423668956446198 XR CHEST AP PORTABLE for Axodquq Wmhpzjex  7/13/201

.
" NO httpsdoi.org10.7937s172-1072 204498801 2.25.541629416691863029175036346640219638  NA 7/5/20 i e GaRE oY




IRI DarkShield

DarkShield Search & Remediate Analysis

b -

Audit
Easily query, analyze, and — S : s
format the results of search ST o O S .
and mask operation through — 3% % N
built-in reports and this | ] e e
graphical display. e —— .

Or, export DarkShield log
data for visualizations in BI
tools like DataDog, or

to SIEM environments like
Splunk ES, shown here.

It is also then possible to oo s l
take actions through the
Splunk Adaptive Response |

Framework or a Splunk
Phantom playbook.



https://www.iri.com/blog/data-protection/darkshield-splunk-es/
https://www.iri.com/blog/data-protection/darkshield-alerts-from-splunk/
https://www.iri.com/blog/data-protection/splunk-phantom-playbook-masking/

IRI DarkShield

DarkShield Benefits

~

Combines PII discovery, delivery, deletion, and reporting in multiple unstructured
source formats into one or more ergonomic operations

Allows pattern definition reuse and combination to consolidate searches
Consolidates multiple right to be forgotten and data portability requests into the
same find/fix operation through literal names or lookup-file matches

Supports multiple drives, nodes, and threads for searching and masking work
Operates in the same Eclipse job design and metadata environment, IRI
Workbench, with related data governance and management activities

Features affordable licensing options (standalone, bundled, or free in Voracity)
Integration with IRI FieldShield/Voracity data classification and masking functions
Parameter serialization and modeling for easy modification and batch execution

Development Roadmap

More unstructured format support, including A/V and proprietary/packaged apps

Additional ergonomic convergence with structured and embedded data sources

Plug-in integration with more SIEM tools beyond Datadog, Splunk ES, and

Phantom Playbooks which are now supported, like IBM QRadar and SolarWinds

Retrofitting new API features into IRl Workbench wizards ;
CIRI

Total Data Management
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Data Masking as a Service

IRI Data Protector Suite



IRI DMaaS

What is DMaaS? @ =&

Search Extract Mask Report

e |IRI Data Masking as a Service (DMaaS) is a professional service engagement

e DMaaS makes use of the proven IRI ‘shield’ software products described above

e Certified IRI experts classify, discover, and de-identify Pll of concern in supported silos
e Also available: HIPAA re-ID risk scoring and anonymization, and ‘fake PII’ for testing

e IRl services are performed under a SoW with NDA, BAA, or other data security terms
e Source data that cannot be sent is accessed via VPN or secure public/private cloud

e Data is only accessed by IRI engineers in the US or certified partners like Capgemini
e All data access, classification, discovery (search) and masking operations are logged
e Billing is hourly or daily, with project rates available; IR| software costs are subsumed
e Customer is responsible for payment of cloud infrastructure of their choice

CIRI

Total Data Management



IRI DMaaS

User Profiles

e DBAs and sysadmins responsible for PAN, PHI, Pl or other sensitive information
e Sites needing standard data classification and consistent masking functions

e CISOs without sufficient internal IT resources to do this work internally

e Data governance and C-suite officers subject to compliance audits

Use Cases
RBS / Tesco (PCI DSS)

o Produced and implemented custom encryption for testing data in M&A

Confidential (HIPAA)
o Cataloged and de-identified protected health information

University of Adelaide (Privacy Act)

o Data classification, search, and de-identification of Pll in massive
PeopleSoft financial, HR, and campus test data schemas in Oracle

CIRI

Total Data Management



< IRl RowGen

Smart Test Data Generation

Also available with IRl Data Protector or
Manager Suites, and the IRI Voracity Platform



What RowGen Does

e Creates synthetic but realistic random and random-real test data simultaneously

e Improves DB prototypes, application quality, benchmarking, and outsourced operations
e Uses standard DB DDL, production file, and custom metadata to define layouts

e Preserves structural and referential integrity of real EDW DBs for testing

e Produces data in any types, structure, volumes, value ranges, and if condition

e Synthesizes composite data values and custom (master) data formats

e Generates computationally valid and invalid NID (Codice Fiscale, etc.) SSNs, CCNs

e Sets and graphs test data value distributions (linear, normal, random, etc.)

e Applies common attribute rules (like lookups) rules for pattern-matched field names

e Filters, transforms, and pre-sorts test data while it's being generated

e \Writes loader metadata and perform direct path loads for test DB populations

e Builds test flat-file and custom/structured detail and summary report targets

e Subsets and masks databases automatically for test purposes

e Provides SDK functions for generating test data in Java apps and Hadoop

e Works with RDB, IRI, and third-party metadata, plus many CI/CD, cloning and TDM tools

CIRI

Total Data Management



IRl RowGen

Synthesize Only w/ DB Data Models and File Metadata
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IRl RowGen

DB Subsetting, Masking Optional

Included table subsetting and test data generation wizards facilitate DB
and EDW prototyping, as well as test data virtualization for DevOps.
Masked and referentially-correct copies of production table extracts ensure
that production data is safe and test data is realistic. Run these batch jobs
from IRl Workbench or Value Labs TDH, the command line, or Windocks.

Data Extraction Stage Data Loading

Select the subset targets and view selected tables and their relations.
Tables selected: 1

Summary

The batch file and scripts will be generated using this information.

Connection profile: IOracle Local

Connection profile: | Oracle Local

Schema name: [SCOTT

Sort

Table selection:
[] SCOTT.ORDERS_OE Expand and select the fields to sort. If you want ti
[[] SCOTT.ORDER_ITEMS_OE

[C] SCOTT.PERSONS

[[] SCOTT.PRODUCT_INFORMATION_OE
[C] SCOTT.PROJECT_DIM

[[] SCOTT.REGIONS_HR
SCOTT.SALE_DIM

[ | SCOTT.SUB_CATEGCRY_DIM

Output mode: CREATE
["] Disable direct path load

- [¥] Temporarily disable foreign keys on tables before insert
Input Fields:

4 V7 Infile SCOTT.SALE_DIM

a Alias: SCOTT_SALE_DIM
@ Process ODBC

& SALEID
& SALE_DATE

[JInclude a drop table script for tables created in this job

Naming options

overwritten.

Unless using a different schema or database, outputs must have a different name than inputs so t

Select the naming option and then enter the appropriate prefix, postfix, or name.

| sus_

Field Modification Rules

Add and remove field modification rule matchers.

idually (using the schema above) and entering the new name below.

, |

T
Separator: | v\ | []Check Only

New Name
ALE_DIM SCOTT.SUB_SALE DIM
Library Location: ‘s“b“"“"g IATEGORY_DIM SCOTT.SUB_CATEGORY_DIM
EPT_DIM SCOTT.SUB_DEPT_DIM
Name Prefix Type Details P_DIM SCOTT.SUB_EMP_DIM
MASK S{FIEL... EXPRESSION, ... EXPRESSION = replace_chars(S{FIELDNAME}"*"),... i
Name:

SCOTT.EMP_|
SCOTT.PROJE|
SCOTT.ITEM,

SCOTT.CATE

@

Summary:

Extractor: ODBC

DSN Name: Oracle_Local12_32
Vendor: Oracle

Provider: Oracle

Host: pathogen:1522

Instance: ORA12

User: scott

Rule info:

Rule name: FieldRedactionRule
SCOTT.CATEGORY_DIM.CATEGORY_NAME
SCOTT.DEPT_DIM.DEPT_NAME
SCOTT.EMP_DIM.EMP_NAME
SCOTT.EMP_SALARY_RANGE_DIM.RANGE_NAME
SCOTT.ITEM_DIM.ITEM_NAME
SCOTT.ITEM_PRICE_RANGE_DIM.RANGE_NAME
SCOTT.PROJECT_DIM.PROJECT_NAME

Source tables:
SCOTT.SUB_SALE_DIM does not exist in load target. A DDL will be created.
SCOTT.SUB_CATEGORY_DIM does not exist in load target. A DDL will be created.
SCOTT.SUB_DEPT_DIM does not exist in load target. A DDL will be created.
SCOTT.SUB_EMP_DIM does not exist in load target. A DDL will be created.
SCOTT.SUB_EMP_SALARY_RANGE_DIM does not exist in load target. A DDL will be created.
SCOTT.SUB_ITEM_DIM does not exist in load target. A DDL will be created.
SCOTT.SUB_ITEM_PRICE_RANGE_DIM does not exist in load target. A DDL will be created.
SCOTT.SUB_PROJECT_DIM does not exist in load target. A DDL will be created.

Table Dependency Tree]
SCOTT.SALE_DIM

SCOTT.CATEGORY_DIM
SCOTT.DEPT_DIM
SCOTT.EMP_DIM
SCOTT.EMP_SALARY_RANGE_DIM
SCOTT.ITEM_DIM
SCOTT.ITEM_PRICE_RANGE_DIM
SCOTT.PROJECT_DIM

Loader: ODBC
Vendor: Oracle
Provider: Oracle
Host: pathogen:1522
Instance: ORA12
User: scott

Schema: SCOTT




IRl RowGen

User Profiles

Anyone doing DB testing, app development, stress-testing, or benchmarking, including:

o Developers (programmers)
o DBAs and DW (ETL) architects
o Analysts and consultants

Use Cases

Bank of Montreal

o Generates safe, realistic 20GB Oracles tables with RI for query testing

MasterCard Peru

o Synthesizes PAN and PlII in files to support OLTP and app testing

Transitive UK

o Simultaneously creates and transforms data to test cross-OS virtualization

CIRI

Total Data Management



IRl RowGen

Key Differentiators
1. Big data generation and population performance
(embedded CoSort pre-sorting engine speeds bulk loads)

2. Synthetic data that’s broader and safer than real data via multiple methods:
https://www.iri.com/blog/data-protection/making-realistic-test-data-production

3. Concurrent test data manipulation (transformation) and custom report outputs

4. Simple, portable, and modifiable test data generation and auto-built
DB loader scripts, all managed visually in Eclipse, and easily integrated
Into TDM pipelines and products (see next slide)

5. Metadata compatibility with IRI DDF, erwin SmartConnectors, and MIMB:
to facilitate test data generation for 3rd-party Bl, CRM, and ETL tools

CIRI

Total Data Management


https://www.iri.com/solutions/big-data
https://www.iri.com/blog/data-protection/making-realistic-test-data-production/

'\NUVV

What’s New in RowGen

Recently Added Development Underway

Ability to generate Data Vault test data Random direct DB column lookups
New email, CCN and NID generators Target support for Parquet, et al
Output to Excel sheets and ASN.1 files Provisioner for Splunk test data

Integration with Windocks and VL TDH KNIME node test data integration

IRI offers four methods for producing safe, intelligent test data in referentially
correct database, flat-file, semi-structured file, and formatted report targets:

1. Production data masking/scrambling in IRI FieldShield or IRI Voracity

2. Database subsetting & masking in FieldShield or Voracity
3. Synthetic test data creation (via random generation/selection) in RowGen or

Voracity
4. A combination of the above techniques in Voracity

CIRI

Total Data Management



IRl RowGen

TDaaS & TDM Options

1. Test Data as a Service (TDaaS), a remotely provided professional engagement
leveraging RowGen or any of the data masking and subsetting features described
above to provide highly customized test data without licensing or learning new
technology.

2. Run IRI CLI jobs in CI/CD pipelines like Jenkins, GitLab, Azure DevOps, etc.

3. Run IRI jobs with these DB virtualization tools, which call our scripts at cloning time:
a. Actifio

b. Commvault

c. Windocks
4. On-demand TDM web apps are tightly integrated with IRI software too, including:
a. Cigniti BlueSwan

b. ValueLabs Test Data Hub (TDH)

CIRI

Total Data Management


https://www.iri.com/ftp9/pdf/FieldShield/Actifio-FieldShield-DBClones.pdf
https://documentation.commvault.com/commvault/v11/article?p=20380.htm
https://www.iri.com/blog/data-protection/iri-windocks-test-database/

Modernizing lower-level DB environments

e A
o u

[] — t — &= Windocks

Production SQL Masking >docker build VHDimage Images: VHDimage, sanimage

DB Backups Scripts syntheticdata

o
‘ &) Synthetic 5 [5] ———— | r )
(\ ’ R ' —> Y pert Container: Instance101
Test Data

Total Data Management

>docker build syntheticdata

G "fu
—P| IRI —pp |win "

Cloud or on prem Rl masking and >docker build sanimage
storage system synthetic data

/j—’ﬁ—b

——

Commit a
DB migration

Image: VHDimage =]
Branch: FeatureA J
Migrations: From __To _

7
¢ N
Container: Instance141
Image: syntheticdata [ =
Branch: Feature2 e SEE

kMigrations: From _To __

(Instance: ServerA\SQL2016
Image: sanimage
Branch: release301

kMigrations: From _To __

a
-

Standard Docker and Jenkins
Kubernetes based API
Kubernetes

Web Application

A

Users and pipelines provision
cloned database environments
to SQL Server containers and
conventional instances, with
migration scripts applied
according to Git Branch and

SO Server

amazon
_E

 puresTorAGE
COHESITY

" NetApp-

~

—

[ 4

ﬁ IRl Voracity

An Insatiable Appetite for Data

il windows
Ml server-

Cloud or enterprise storage,
native or third party backups

masking, synthetic data’

IRI data discovery, quality,

manifest files

kubernetes

',

Amazon EKS

PostgreSQL My L

+ BEE ORACLE »
DATABASE §Q[ Server

Windocks \

Windocks: real-time
& point-in-time delivery

mongoDD

Containers, Kubernetes,
Virtual Machines, bare metal



v ]
va I ue La bs “ & Place the Data Set IDs onto the queue so that a microservice can pick up the Data Set IDs for generating the test data and make it available to the Testers

TEST DATA HUB

Each microservice is designated with each Data Set. These microservices
keep growing as new features evolve. Once a message is placed in the
queue, a corresponding listener will invoke its microservice. These
microservices can generate more than 10 million rows of test data.

TDH Portal Microservices
TDH AP v —
- < » Synthetic Data Set . Functional Data Set
.4 S Integration with
IRI Voracity, IRI
i RowGen, IRI
Admin D G\ Y
< ¢ N Web Bot FieldShield, etc.
Login| ? [~] [ L 4 AIDaESa - [ Data Set
Creationof | [A Data Set Execution_| N odeJs |
Workflows Queue - =
VN Cloud Services (Kafka,
Create Workflow L Wy DatabaseData Sel $3, efc.) Data Set
A LT 2
Y Scenarios for
E Aviation Domain
R’ {.,‘ b Workflow Data Set . Snowflake Data Set
> . S NodelS
Generates and stores Q Genergtes and stores [ ® Schedulers
the Data Set IDs TDH DB |« esult Sets Node:

Notify the Admin once the job is completed @ Notify the Admin once the job is completed
IRl Voracity

An Insatiable Appetite for Data

|

e IRI Voracity

TDH DB An Insatiable Appetite for Data

Displays the Result Sets onto
the Grid based on the Data Set
that is selected

Gets the Result
Login R Sets of the Data Tester will have ability to slice

Sets that had been and dice the data
configured

Tester also can lock a Results
Set so it will not be shared with
other Testers

Tester

¥ \aluelabs

“ Data Set ID
.
=] I

TEST DATA HUB

Automation Scripts call API
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Learn and Share

|IRI Data Masking Solutions IRI Test Data Solutions

Data Masking How-to Articles Test Data How-to Articles
LinkedIn Data Masking Group LinkedIn Test Data Group
|IRI Mask/Test Tech Talk Videos Voracity Platform Resources

('_§\
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https://www.iri.com/products/data-masking
https://www.iri.com/services/training/courseware#governance
https://www.linkedin.com/groups/4528678
https://www.linkedin.com/groups/4528720
https://www.facebook.com/IRI-The-CoSort-Company-183807705088238/?ref=page_internal
https://plus.google.com/100158352259692485834
https://www.youtube.com/user/IRITheCosortCo
https://www.linkedin.com/company/iri-the-cosort-company
https://twitter.com/iri_cosort
https://www.iri.com
https://www.iri.com/services/training/courseware#TestData
https://www.iri.com/solutions/test-data
https://www.iri.com/products/voracity/resources
https://drive.google.com/drive/folders/1tFWycqi5r_BtX_9-edjJS5CpahuZ8dBP

