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Introduction 
Consumers, patients, scientists, soldiers, and students expect and need their personally identifiable 
information (PII) and other sensitive data to remain protected from exposure, misappropriation and 
misuse. The companies and government agencies who collect, store, and/or process PII and other 
sensitive data are obliged to not only keep faith with these individuals, but assume the risks of financial 
liability and/or damage to their reputations for privacy law violations and data breaches.  

The need to protect this data at risk -- whether at rest or in flight -- remains particularly acute in 
traditional, transactional sources of data. Typically these are relational databases and structured files 
stored on premise, and increasingly, in the cloud. They may also be used in testing and development. 

One of the best ways to safeguard this data is by masking it through functions applied at the field or 
value level. This approach obfuscates the data in specifically useful, but secure and compliant ways. 
Masking data also nullifies the effects of a data breach, can differentiate access to original values, 
protects a multitude of downstream applications from the aforementioned risks and supports auditing. 

IRI FieldShield® is a robust data masking product for PII in databases and files, either at rest or in 
motion. It is designed to help you adhere to both business rules and data privacy laws in a data-centric 
context, either as a standalone solution or via functions embedded in ETL or bespoke applications.  

FieldShield serves as a content-aware data loss prevention tool because it lets you apply the right 
‘shields’ to only those fields that need shielding. Field-level masks are also safer because even if there 
is a breach of one field or an encryption key, the remaining columns may still have different protections 
applied. Contrast that to single password access to an entire database, file, device, or network. 

 

Operations 
Most FieldShield users start with integrated data classification and discovery operations. They then 
create and run -- automatically or manually in an Eclipse IDE called IRI Workbench -- data masking 
tasks or batch jobs (for multiple sources at once), with or without using data classes or masking rules. 

Masking jobs are ultimately defined in FieldShield Control Language (.fcl) scripts, which use the same 
(SortCL) program syntax as IRI CoSort® for transformation, cleansing, and reporting, IRI NextForm® 
for data and database migration, and IRI RowGen® for synthesizing test data. All of the above are 
included along with visual ETL and other big data management features in the IRI Voracity® platform. 

FieldShield library functions documented in an SDK in can also be used for dynamic data masking or 
unmasking, and to embed data protections into distributed applications or SQL calls. 

For PII stored in spreadsheets, IRI CellShield® will find and mask PII in Excel® 2010 and later. For PII 
in other unstructured document and file formats, including free form text, .pdf’s and images, IRI 
DarkShield® can be used. Both share data class definitions and masking functions with FieldShield. 
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Architecture 
 

FieldShield uses IRI Workbench for 
client-side data discovery, and design of 
data-masking jobs, which serialize as 
portable text scripts that run from 
Workbench or any command line interface. 

Many of the same scripts also run 
interchangeably in Hadoop MR2, Spark, 
Spark Stream, Storm or Tez for users of 
the big data edition of IRI Voracity. 

FieldShield metadata is also fully 
supported in Workbench data models 
(EMF and XMI in Eclipse), and by Erwin 
Mapping Manager. Both offer graphical job 
creation, modification, and management. 

Separate Workbench wizards exist to 
discover PII, create metadata, and risk 
score the re-identifiability of data sets. 

FieldShield masking functions, such as 
encryption, hashing, and redaction, can 
also be called into application programs 
written in C/C++, Java, and .NET through 
libraries in a separately available SDK.  
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PII Discovery 
FieldShield's included data profiling and classification tools, pattern searches, forensic metadata 
discovery, and metadata management systems support data masking and governance by exposing the 
locations and attributes of PII before and after protection. 

These tools are provided in IRI Workbench, the graphical IDE for FieldShield data discovery and 
masking jobs, built on Eclipse™. Included wizards support the discovery and definition of PII across 
disparate data sources, including DB tables, flat files, and dark (unstructured) data sources. 

These discovery processes can also support data cleansing, integration (ETL), subsetting, reformatting, 
test data generation, data wrangling, and reporting. Unique among data masking tools is this easy and 
guarded secret of performing such functions in conjunction with, or directly within, FieldShield masking 
and other metadata-compatible IRI data management operations.  
 

Data Classification 
Define and manage enterprise-wide data class libraries, and use them to search and mask data across 
multiple sources at once. For more information, see:  

www.iri.com/blog/data-protection/data-classification-in-iri-workbench/ 
www.iri.com/blog/data-transformation2/schema-data-class-search/ 
www.iri.com/blog/data-protection/db-data-class-masking/ 
www.iri.com/blog/data-protection/applying-field-rules-using-classification/ 
www.iri.com/blog/iri/iri-workbench/data-class-validation-workbench/ 
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